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PRIVACY V. FREEDOM OF PRESS: THE CURRENT LEGAL
DEVELOPMENTS IN TURKEY

Ozel Hayatin Gizliligi Karsisinda Basin Ozgiirliigii:
Tiirkiye’deki Mevcut Hukuki Diizenlemeler

Prof. Dr. Seldag GUNES PESCHKE*

ABSTRACT

Press is an institution with the main task to inform the public about different
issues. In a democratic society press is often regarded as the forth power which has
influence on public opinions and political decisions. On one hand, press takes its
power from the community and empowers the community in the democratic process,
on the other it respects the foundamental rights of the individuals in the society. In
this sense, informing the public is sometimes opposed to privacy. In each culture,
there is a different context of privacy, but sometimes common themes are shared.
The news, that are given to the public, related to the people’s private lives should
be expressed within the borders of privacy regulations. In the Turkish Constitution
privacy, freedom of communication, freedom of expression and freedom of press
are published in different articles, although they should be considered together. It
requires to draw the border between privacy and freedom of press. In this paper
an overview of the current legislative framework about the protection of privacy in
Turkey will be given in the context of freedom of press.

Keywords: Privacy, Personality Rights, Media, Freedom of Press, Personality Rights.

OzET

Farkli konularda kamuyu bilgilendiren, 6zellikle demokrasilerin gelisimine ve
gliclenmesine buyuk katki saglayan basin, toplum iginde dnemli bir role sahiptir. Bir
yandan, basin gliclinii toplumdan alir ve demokratik siireg icinde toplumu gliclendirir,
diger yandan da toplum iginde yasayan bireylerin temel hak ve ozgirliklerine
saygl gosterir. Bu baglamda, kamuyu bilgilendirmek, bazen 6zel hayatin gizliligini
ihlal edebilir. Her kiltirde, 6zel hayatin gizliligi farkli bir sekilde algilanabilir, ama
bazen ortak konularda benzerlikler de bulunmaktadir. Kisilerin 6zel hayatlarina
iliskin haberler, 6zel hayatin gizliliginin korunmasina iliskin hukuki diizenlemeler de
dikkate alinarak verilmelidir. Anayasamizda, 6zel hayatin gizliligi, basin 6zgurlGgu,
ifade 6zglrligl ve haberlesme 6zgurlGgu farkli maddeler icinde yer almakla birlikte,
aslinda bunlar birarada degerlendirilmesi gereken temel haklardir. Bu baglamda,

Professor of Comparative Law in Yildirim Beyazit University Faculty of Law, Ankara - Tiirkiye
seldag.peschke@gmx.net
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basin 6zglrlGgl ile, 6zel hayatin gizliligi arasindaki siniri ¢cizmek 6nem arzeder. Bu
makalede, 6zel hayatin gizliligine iliskin mevcut hukuki diizenlemeler, basin 6zglrltga
cercevesinde ele alinacaktr.

Anahtar Kelimeler: Ozel Hayatin Gizliligi, Kisilik Haklari, Medya, Basin Ozgiirliigi.
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Introduction

The change of the technology effects the behaviours of the people in the
society which causes a cultural change. So, it is clear that privacy changes
according to the content of the legal regulations, culture and the environment.
The protection of privacy is seen as one of the main principles of democracy.
At the beginning of the 20th century, the behaviours of the people were more
centralised in the environment where they were living. In 1890, the Supreme
Court Judge Louis Brandeis wrote an article “The right to privacy” and stated
that the concept of privacy should be protected under the Constitution®. Since
then, by the change of the media, the understanding of knowledge transfer
changed and from this change the rules about privacy were effected, as well.
After fifty years of Warren and Brandeis’ article, Prosser systematized and
classified the privacy torts? between 1940 and 19723 and became the key
figure for the implementation of this subject®.

The area of privacy has expanded in the last years according to the change
of the technology. Nowadays, the internet threatens privacy in many ways,
because it is possible to record everything through IP addresses of the users
what they do on line®. Everyone has the right to control over his/her data
which are considered often as e-mail adress, telephone numbers, name, IP
numbers, genetical informations, etc. Independent on the forms how the
information is accessible, it should always be appropriately protected.

1 Warren, S./Braindeis, L.:”The Right to Privacy”, 4 Harvard Law Review, 1890, p. 193-220.

2 Richardst, Neil; Solove, Daniel: “Prosser’s Privacy Law: A Mixed Legacy”, California Law
Review, No: 98, s. 1895; Prosser has classified the torts into four different forms which were
as follows:1. The breach of plaintiff’s desolation or private affairs 2. The exposition of the
plaintiff’s annoying private facts 3. The insulting reputation in the public 4. Apprapriation
of the plaintiff’'s name, in the advantage of the defendant.

3 Prosser, William: “Privacy”, 48 CALIF. L.REv., 1960, 383.

4 Brliggemeier, Aurelia; Colombi, Ciacchi; O’Callaghan, Patrick: Personality rights in European
Tort Law, Cambridge 2010, p. 59.

5 Peschke, Lutz: ,The Web Never Forgets!: Aspects oft he Rights tob e Forgotten”, Gazi
University Faculty of Law Review Vol. XIX, Y.2015, No. 1, p. 153.
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I. The Protection of Privacy in International Treaties

In the international level, Universal Declaration of Human Rights (UDHR)®
is an important turning point for territorial and communications privacy.
Article 12 states that “No one shall be subjected to arbitrary interference of
his privacy, family, home or correspondence, nor to attacks upon his honour
and reputation. Everyone has the right to the protection of the law against
such interference or attacks.” In many international treaties, privacy is
recognised as a fundamental right which should be taken into consideration in
every sense. As it is stated, in the European Convention on Human Rights (04
November 1950), article 8, everyone has the right to respect for his private
and family life, his home and his correspondence’. With this article private life
of the individuals are protected against interference by other people. In the
last years, privacy is being discussed in many different platforms and it is seen
as one of the main responsabilities of the State. In the constitutions of many
countries, privacy is regulated under fundamental rights.

In the United Kingdom, the Calcutt Committee defined privacy as “the
right of the individual to be protected against intrusion into his personal
life or affairs, or those of his family, by direct physical means or publication
of information.”® In Germany, the general right to personal life has been
constitutionally guaranteed by Articles 1 and 2 of the Basic Law (Grundgesetz -
GG) within the protection of human dignity and the right to free development
of the personality. As it is stated in GG, the respect and protection of human
dignity is the duty of all state authority which is indispensable®. Austrian
Privacy Charter provides that, a free and democratic society requires respect
for the autonomy of individuals. Consequently, privacy is seen as a basic
human right and the reasonable expectation of every person.

According to Edward Bloustein, privacy is an interest of human personality

& Universal Declaration of Human Rights (UDHR) dated 10 December 1948 (http://www.
un.org/en/universal-declaration-human-rights/index.html)

7 In the European Convention on Human Rights article 2/2 states that there shall be no
interference by a public authority with the exercise of this right. There can be exceptions
in accordance with the law and when it is necessary in a democratic society in the interests
of national security, public safety, the economic well-being of the country. The prevention
of disorder or crime, the protection of health or morals, and the protection of the rights
and freedoms of others are also included in these exceptions. (http://www.echr.coe.int/
Documents/Convention_ENG.pdf)

8  Report of the Committee on Privacy and Related Matters (Chairman: David Calcutt),
Cmnd.1102, London 1990, 7

°  Gulnes Peschke, S./Peschke, L.: ,Protection of the Mediatized Privacy in the Social Media:
Aspects of the Legal Situation in Turkey and Germany”, Gazi University Faculty of Law
Review Vol. XVII, Y.2013, No. 1-2, p. 868.
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which protects the independence, dignity and integrity of the individual®.
Privacy can be described as one’s own space which he does not want to
share with the public and limit the access of the others to his/her personal
information, data or secrets. Everybody has the right to decide which
information with whom to share. Privacy cannot be localised as home or family,
which is associated with certain procedures and it can be in everywhere, even
in the middle of a public place. When someone is in the public, it does not
mean that she/he has no privacy.

In this context there is an significant court decision from the Princess of
Monaco, Caroline. Princess Caroline sued some German magazines, as they
published her photos with her husband in different places. The German Federal
Constitutional Court decided in the same direction as an earlier decision of
German Federal Court of Justice that Princess Caroline is a well-known person
in the society and a public figure, for that reason, she has to tolerate being
photographed in the public'?>. With this decision, the public interest of the
society and the freedom of press are put in a higher place than the right to
privacy. Princess Caroline brought the case to ECHR, with the same reasons
as her photos are published in German magazines without her permission
and there is the breach of privacy. ECHR considered that the general public
did not have a legitimate interest in knowing Caroline von Hannover’s private
life.!® Even if she is a public figure, she has her own private life which should
be protected under privacy regulations. As a result the ECHR decided that the
personality rights of Princess Caroline should be protected in this case, as they
have a higher value than freedom of press'.

Il. The Protection of Privacy in Turkey

In Turkey, privacy is regulated under different Codes like Turkish
Constitution, Turkish Civil Code, Press Code, the Turkish Penal Code, Data
Protection Code and other specific codes which deal with privacy. According
to the hierarchy of the Turkish legal system, the Constitution comes at the top

1 Bloustein, E.: Privacy as an Aspect of Human Dignity, 39 New York University Law Review,
1964, p. 971

1 Glines Peschke, S./Peschke, L, p. 865.

2 BundesVerfassungsGericht, 1 BvR 1861/93, 1864/96, 2073/97, 14 January 1998, (1998)
97 BVerfGE 125; BundesVerfassungsGericht, 1 BVR 653/96, 15 December 1999 (1999) 101
BVerfGE 361 (Caroline I1)

3 Von Hannover v. Germany (Application no. 59320/00) (2004) ECHR 294, (2005) 40 EHRR 1
(ECtHR Caroline )

4 Fink, Udo: ,Protection of Privacy in the EU, individual Rights and Legal Instruments”. In:
Witzleb, Normann/ Lindsay, David/ Paterson, Moira/ Rodrick, Sharon (Eds.): Emerging
Challenges in Privacy Law, Cambridge 2013, p. 83.
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of the other regulations. In this hierarchial discipline none of the codes or by
laws can be against the Constitution. Privacy and freedom of press are first
regulated in the constitution in seperate articles. Besides, both of them are
described under several articles in different codes and by laws?>.

In the Turkish Constitution the privacy of individual life'® and the nature of
fundamental rights and freedoms are expressed in different articles (Article 12
and 20)Y". According to Article 12, everyone possesses inherent fundamental
rights and freedoms which are inviolable and inalienable. The fundamental
rights and freedoms also comprise the duties and responsibilities of the
individual to society, their family, and other individuals®®.

Everyone has fundamental rights which cannot be forgiven and has the
right to respect for his private and family life, his home and his correspondence.
The respect and protection of human dignity is the duty of all state authority.
For that reason, at first, the Turkish Constitution respects private life and
protects people against interference by other individuals. Fundamental
rights and freedoms may be restricted only by law as it is stated in the Article
14 of the Constitution “None of the rights and freedoms embodied in the
Constitution shall be exercised in the form of activities aiming to violate the
indivisible integrity of the State with its territory and nation, and to endanger
the existence of the democratic and secular order of the Republic based on
human rights”. Besides, in the second paragraph it is edited that, “no provision
of this Constitution shall be interpreted in a manner that enables the State
or individuals to destroy the fundamental rights and freedoms recognized by
the Constitution or to stage an activity with the aim of restricting them more
extensively.”

Privacy and its protection is regulated in a separate single article in the
Turkish Constitution with three paragraphs, because of the importance given
to the subject. According to Article 20, first paragraph, everyone has the right
to demand respect for his/her private and family life. Privacy of private or
family life shall not be violated.

15 Gunes Peschke, Seldag: Roma Hukukundan Glntimuze Kisilik Haklarinin Korunmasi, Ankara
2014, p. 71.

16 ARASLI, Oya: Ozel Yasamin Gizliligi Hakki ve T.C. Anayasasi’nda Diizenlenisi, Yayimlanmamis
Dogentlik Tezi (not published), Ankara 1979.

17" The right to legal protection of private life, honour, name and the right to determine
one’s private life were introduced in Turkish Constitution which also contains guarantees
of freedom to communicate and protection of secrecy of communication, guarantees
of freedom to express opinions and to obtain and disseminate information, as well as
guarantees of consumer protection against the actions threatening their privacy.

8 (https://global.tbmm.gov.tr/docs/constitution_en.pdf, 11.05.2016)
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Although privacy is protected under the regulations of the State and is
described as one of the basic rights, there are restrictions in exceptional
circumstances by governmental authorities, police, courts and by some
other legal entities. In the second paragraph of the 20th article, there is
the expression under which conditions privacy can be limited. But the most
important thing for these restrictions is the court’s decision. Because unless
these restrictions are legitimized with a court’s decision on national security,
public order, prevention of crime, protection of public health and public
morals, or protection of the rights and freedoms of others, they would be
illegal. Again on the above-mentioned grounds, neither the person, nor the
private papers, nor belongings of an individual shall be searched nor shall
they be seized. The decision of the competent authority shall be submitted
for the approval of the judge having jurisdiction within twenty-four hours. The
judge shall announce his decision within forty-eight hours from the time of
seizure; otherwise, seizure shall automatically be lifted®.

The limits of privacy is drawn in the Turkish Constitution, but as a subject
matter, privacy is regulated in civil law under personality rights. The main
provisions on personality rights are introduced under TCC (Turkish Civil Code)
and TCO (Turkish Code of Obligations). So the characteristics of personality
rights are seen directly in the rules of the privacy as well. Personality rights
are absolute rights which are given to a person at birth?°. As they are accepted
under the fundamental rights, all the values that are related with the
personality can be included in the personality rights like name, life, honour,
freedom, health, body, secrets, photos, voice, privacy and many more?’.
Although the personality is protected under three separate articles in civil
code, all personality rights are not written down, as the legislator did not want
to limit these rights by counting them one by one. In the article 23, only a few
of the personality rights are mentioned. It is stated that no one may waive
his/her rights and capacity to act freely, besides his/her freedom even if it is
in the least degree.

When there is an infringement of the personality rights, the person whose
rights are violated have the chance to sue, because no one may impose
restrictions on a person contrary to the legal regulations. The act against

¥ Turkish Constitution Article 20/2.

20 Akipek, Jale/Akinturk, Turgut/Karaman Ates, Derya: Turk Medeni Hukuku Baslangic
Hikimleri Kisiler Hukuku, 10. Ed., Vol.1, istanbul 2013, p. 240; Oztan, Bilge: Medeni
Hukukun Temel Kavramlari, 23. Ed., Ankara 2006, p. 220; Arpaci, A.: Kisiler Hukuku (Gergek
Kisiler), istanbul 2000, p. 5; Hatemi, H.: Kisiler Hukuku Dersleri, istanbul 2001, p. 29.

2 Kiligoglu, A.: Seref, Haysiyet ve Ozel Yasam Basin Yoluyla Saldirilardan Hukuksal Sorumluluk,
3. B. 2008, s. 7; Glines Peschke, S./ Peschke, L., p. 871.
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personality rights can be because of an assault on personality or an insult to
the dignity, honour or reputation of a person, causing harm to his feelings, or
a breach to the personal or family life?2. There is a basic principle in TCC Art.24
which protects the personality against the individuals who made the assault.
According to TCC Article 24, the person whose personality rights are violated
can instantly claim protection from the legal enforces and the courts against the
individuals who made the assault. No one has the right to act against another
person to his fundamental rights given to him by laws. The one who acts against
these rules would be punished strictly under civil law and penal law.

The victim cannot be defined as injured, whenever he had given his lawful
consent. On the other hand, the consent cannot be given in all rights to
privacy. The frame of the consent is drawn in TCC Article 23, as it is mentioned
above. The consent neither makes the person to do whatever he wants against
another person’s rights, nor gives the permission to act against his basic rights
like legal capacity, life, liberty, the capacity to act and more. These rights are
defined as inalienable rights and protected strongly in the Constitution and in
the other codes. But it is clarified in the second paragraph of Article 24 that,
the breach against personality rights is considered contrary to the law unless
there is the consent of the damaged person for this act or the assent of the
person whose personality rights are damaged, is based on the reasons related
to private or public interest®® and usage of authorisation conferred upon by
the law?*. But sometimes the public interest does not make the infringement
lawfull®.

Ill. Media and Its Duties in the Society

Media has an important role in the society, as it is seen as the fouth force
under the principle of the separation of powers in the democracies. Care role
in the free media is a must in a democratic country. Media provides a place to

2 Court of Cassation of Turkey (Yarg.), Assembly of Civil Chambers (HGK.) 2007/4-221 E.,
2007/213 K.; the criticisms and the language used in the news which is published in a
newspaper against a politician is considered as the breach of personality rights and the
defendant was sentenced to pay pecuniary damages in favor of the plaintiff. Court of
Cassation of Turkey (Yarg.), Assembly of Civil Chambers (HGK.) 2000/4-1672 E., 2000/1720
K., The court of cassasion decided that there is no breach of personality.

B Kiligoglu, A.: Borglar Hukuku, s. 289 vd.; Nomer, s. 118; Court of Cassation of Turkey (Yarg.)
4, Law Chamber (HD) 21,10.2010, E. 2009/13923, K. 2010/10697, “There is no public
interest of the publication of the in the plaintiff’s personal telephone calls, ... there is the
breach of privacy and the infrigement of the freedom of communication. ”.

2 Glnes Peschke/Peschke, p. 871

% Court of Cassation of Turkey (Yarg.) 4. Law Chamber (HD) 15.10.1981, 9783/11230, “... even
if the news is right and there is the public interest, when the publication style of the news
is not appropriate and degrading, humiliating the personality, there is no lawfullness.”
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test the new ideas and opinions in the society and helps people to understand
each other. In this regard, there is the intersection point between the freedom
of press and the personality rights, especially in the breach of privacy. In the
last years most of the violations against privacy takes place in the media or
internet blogs?®. When we consider the duty of media is to enlighten the
public and privacy which is an absolute and a fundamental right, how should
they be balanced? Under this aspect, it would be better to explain press and
its duty according to the Turkish regulations.

Today the media’s potential support for the democracy is discussed in
many platforms. It is clear that media has two important obligations for the
public. The first one is to tell the truth where facts are involved. Second is to
clarify what is a factual story and what is the newspaper’s or the journalist’s
opinion on the current issues. In this sense there should not be any difference
between internet journalists and print press journalists. Both of them have
exactly the same obligation to be fair and honest as other parts of the media.

IV. The Legal Aspects of Freedom of Press in Turkey

Freedom of press is regulated under the Turkish Constitution, besides in
the Press Code. In article 28 of the constitution a general rule for freedom
of press is written down, beginning with “The press is free, and shall not
be censored.” It is the duty of the State to take the necessary measures to
ensure freedom of the press. In fact, this freedom is not without any limits.
Press has several roles in the society, and the main role is to enlighten the
public about the new developments, to form opinions and make comments
regarding various issues. Media has a strong role in the society, as it informs,
entertaints, creates policies, criticise and takes the interest of the public.

The freedom of pressis protected under constitution, but this freedomis not
without any limit. The press can be restricted under different circumstances.
The limits of freedom of press is bounded also in the constitution under the
second paragraph of the Article 28. Anyone who writes or prints any news or
articles which threaten the internal or external security of the state or the
indivisible integrity of the state with its territory and nation, which tend to
incite offence, riot or insurrection, or which refer to classify state secrets and
anyone who prints or transmits such news or articles to others for the above

% Hoeren, Thomas: “Personlichkeitsrechte im Web 2.0.” In: Kleist, Thomas; RoRnagel,
Alexander; Scheuer, Alexander (ed.): Europdisches und nationales Medienrecht im Dialog.
Schriftreihe des Instituts fur Europdisches Medienrecht (EMR), Band 40. Baden-Baden:
Nomos 2010, p. 487; Peschke, Lutz (2015): “The Web Nerver Forgets”: Aspects of the Right
to Be Forgotten. Gazi University Faculty of Law Review, 19 (1), 2015, p. 152.
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purposes, shall be held responsible under the law relevant to these offences?.

In Turkey, publications which contravenes the indivisible integrity of the
state with its territory and nation, the fundamental principles of the republic,
national security and public morals may temporarily suspended by court
sentence. Any publication which clearly bears the characteristics of being
a continuation of a suspended periodical is prohibited; and shall be seized
following a decision by a competent judge.

In the Turkish Constitution, freedom of press, freedom of communication
and the freedom of speech are described under different articles, although
they have common principles. It is stated in the Turkish Constitution (Article
22) that everyone has the right to freedom of communication and the secrecy
of communication is fundamental. There is a special code for the press no.
5187, which is in force since 9/6/2004. The first article of this code expresses
the aim of the code as to regulate the freedom of press and its usage.

Freedom of expression is not only one of the essential foundations of
democracy, but also it is one of the basic conditions for its progress and for
each individual’s accomplishment. The essential role of the press is to provide
the accurate function of democracy and has the duty to inform the society. For
that reason, press is also protected in the constitution and in several codes.
Press code is formed to provide the freedom of press and aims to ensure the
freedom of press and the usage of this freedom. The most important function
of press in the society is to search for the realities and enlighten the public.
Because, truth can be found only by discussing the facts.

V. Privacy v. Freedom of Press

Although press plays an essential role in democratic societies, freedom of
pressand right to privacy should be balanced. These are the two values which are
protected under different articles in the constitution. The freedom of expression
is guaranteed under the Article 26 of the Turkish Constitution. Every person has
the right to communicate freely, express and disseminate his opinions in speech,
writing and pictures, and to inform himself without hindrance from generally
accessible sources. When there is the public interest for the publication of a
news or a photograph, there should be a balance between the general interest
of the community and the interests of the individuals (Art.26).

There are some principles for press which it should obey, while giving the
information to the public. First of all, the news should be given under the
real facts. According to the Turkish Press Code Article 12, unless the news are

27 (https://global.tbmm.gov.tr/docs/constitution_en.pdf, 11.05.2016)
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presented in reality, there is the responsibility of the author and the general
editor of the newspaper or magazine. Public interest is also a need, besides
the interest for the news from the society. The press should inform the
public, by keeping the balance between the format and the content. When
the publication style of the news is not appropriate, besides, degrading and
humiliating the personality, there is no lawfulness, even if the news is right,
talking about the truths and there is the public interest for the publication.

The press has the responsibility to research, evaluate, inform, teach,
enlighten and guide the public. In this sense it has a different role in the
society. For that reason, individual criterias are needed for the formation
of illegal acts in media. It should be considered that freedom of press is not
unlimited. In the publications, press cannot act against the fundamental rights
and freedoms written down in the Constitution, TCC Article 24 and 25 and the
other codes related with privacy?.

In this sense, a breach of privacy can occur while the press is informing
the public. At this point, when there is an infringement of the personality
rights, the person whose rights are violated have the chance to ask for
protection from the judge under TCC Article 24, or sue according to Article
25 and demand from the judge to take an action for prevention of assault,
elimination of such threat and determination of unlawful consequences of
the assault even though it is discontinued.

When the freedom of press is on one hand side and the privacy is on the
other, law cannot protect the two values at the same time. It values one
of them superior than the other one. The press enlightens the public and
searches for the public interest?. But at the same time, a proper language and

2 Court of Cassation of Turkey (Yarg.) 4. Law Chamber (HD) 2009/13923 E., 2010/10697 K.;
The plaintiff opens a lawsuit and points out that his telephone calls which are not related
with the case are published. He demands the moral damages, as his privacy, freedom of
communication and personality rights are infringed. The court gives the decision that no
one can touch the privacy of someone and has no right to share his informations in this
sphere with the public, without the concent of the damaged person. As there is no public
interest in the publication of the telephone calls of the plaintiff, it is clear that there is a
breach of privacy.

2 Court of Cassation of Turkey (Yarg.) 4. Law Chamber (HD) 2009/8119 E., 2010/7573 K;
“... privacy of a person is inviolable, private life cannot be disclosed without the consent,
regardless of the person’s title and location. These are the the hidden fields of the person.
Recording the image and the conversation of someone without his consent causes
infringement against the privacy, even if the nature of the attack is unlawful. The reflection
of any audio and video recordings, breaches the personality rights. As it is understood from
the case that the audio recording is obtained secretly and illegally. Without the plaintiff’s will
they should be kept secret and confidential. As there is no public interest for the disclosure
of these audio recordings, it causes violation against the privacy of the plaintiff.”

10 Law & Justice Review, Year:7, Issue:12, June 2016



Privacy V. Freedom of Press: the Current Legal Developments in Turkey
Prof. Dr. Seldag GUNES PESCHKE

statement should be used according to the information given. There must be
a balance between the style of the news served to the public and the content
of the news. If the content is suspicious or the news is given in a way which
provocates the public, in accordance with the Article 49/1 of the Code of
Obligations, it can be considered illegal. In the Turkish Code of Obligations,
the liability resulting from tortious acts is stated as a “fault liability” which is
regulated in the articles between 49 and 64. The one who gives damage to
the other one against law by fault, should compensate3’. Under Article 49, the
claimant has the right to demand compensation®! for physical damages, as
well as the moral damages®2.

Conclusion

Press plays an essential role in democratic society which has the duty to
inform the public. For that reason, press is protected in the constitution and
in several codes. Privacy is an important fundamental right which is protected
under different codes, like Turkish Constitution, Turkish Civil Code, Press Code,
Turkish Penal Code and other specific codes.

When freedom of press and privacy are two rights against each other in the
same dispute, both of them cannot be protected at the same time. Thus, the
freedom of press and right to privacy should be balanced. For that reason, the
judge should balance these two rights in a proper way, by using his discretion
and keep one of them higher than the other while giving the decision. In these
cases public interest should be searched.

As a result, each case is individual and in each case judge should decide
freely, within the rules of fairness and good faith. When freedom of press and
privacy are on different sides of the litigation, two values cannot be protected
at the same time. For that reason, judge has the freedom to decide according
to the legal regulations on freedom of press, freedom of expression and
privacy, within the framework of her/his discretion.

(AR 24

30 Court of Cassation of Turkey (Yarg.), Assembly of Civil Chambers (HGK.), 27.12.2006, E.
2006/4-800, K. 2006/821; “ The judge should decide the compensation in justice and ....
the compensation should be determined in accordance with its purpose.”

31 Court of Cassation of Turkey (Yarg.) 11. Law Chamber (HD), 11.01.2010, E. 2008/8804,
K. 2010/100; “... the compansation which judge decides should be fair, in justice and
appropriate to compensate.”

32 7Zevkliler/Acabey/Gbkyayla, Medeni Hukuk: Giris, Baglangi¢ Hikiimleri, Kisiler Hukuku, Aile
Hukuku, 6. Ed., Ankara 2000, p. 499; Gengcan, Omer Ugur: Medeni Hukuk Davalari, Ankara
2013, s. 283; Akipek/Akintiirk/Karaman Ates, p. 396; Court of Cassation of Turkey (Yarg.)
21. Law Chamber (HD), 04.03.2008, E. 2007/22495, K. 2008/3479.
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ABSTRACT

Advancements in the field of information technology (IT) have brought some
problems and various regulations have been made for the elimination of these issues
from a legal perspective. The criminal acts that also constitute crimes in criminal law
are covered in this context. They are included in some other specific codes as well as
being regulated in criminal code. The effect of the developments of the IT on law and
criminal law has resulted in the use of the following terms; “Information Technology
Law (IT Law)” and “Criminal Information Law”. Although these terms are used by
some authors in terms of doctrine, this study has revealed that the use of these terms
is erroneous.

Developments in the field of information technology have influenced criminal law
about the protection of personal data, cyber crimes, copyrights, electronic commerce,
electronic signature and new payment systems. In this study, regulations on these
developments on a country basis, international research and their impact on Turkish
law have been included.

Keywords: Criminal Information Law, Personal Data, Cyber Crimes, Copyrights,
Electronic Commerce, Electronic Signature.

OzZET

Bilisim teknolojileri alaninda yasanan gelismeler bazi sorunlari da beraberinde
getirmis ve bu sorunlarin giderilmesi noktasinda hukuki alanda diizenlemeler
yapilmisg, bu kapsamda ceza hukuku alaninda da sug teskil eden fiillere yer verilmistir.
Bu fiiller ceza kanununda diizenlendigi gibi diger 6zel kanunlarda da yer almistir.
Bilisim alaninda yasanan bu gelismelerin hukuku ve ceza hukukunu etkilemesi bilisim
hukuku ve bilisim ceza hukuku kavramlarinin kullanilmasi sonucunu dogurmustur.
Doktrinde baziyazarlar tarafindan bu kavramlar kullanilsa da ¢alismada bu kavramlarin
kullanilmasinin dogru olmadigi ortaya konulmaya calisiimistir.

Bilisim teknolojisi alaninda yasanan gelismeler ceza hukukunu kisisel verilerin
korunmasi, bilisim suglari, telif haklari, elektronik ticaret ve elektronik imza, yeni
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odeme sistemleri hakkinda etkilemistir. Calismada bu konudaki Ulkeler bazinda
diizenlemelere, uluslararasi calismalara ve Tirk hukukundaki belirlemeler yer
verilmistir.

Anahtar Kelimeler: Bilisim Ceza Hukuku, Kisisel Veriler, Bilisim Suglari, Telif Haklari,
Elektronik Ticaret, Elektronik imza

(XX 24

INTRODUCTION

Human beings have been occupied with the process of information, the
storage of information and the access to it for many years. Over time, to
facilitate the process, a number of studies have been conducted. Through the
mid 20th century, on the issue of processing and evaluation there occurred
a big improvement and the manufacturing of the computers started. The
production of computers and other subsequent developments in this area
affected also the criminal law as it affected many fields. Developments in the
field of IT revealed that information is not only an essential value for human
beings, but it is also the source of a new form of threat. The necessity for
the protection of personal data has become apparent and new forms of
criminal activity have emerged. Also it has thus become clear that computer
programs themselves need to be protected. Furthermore, in the meantime,
improvements in IT have resulted in economic activity based on electronic
commerce, signatures now began to taken in electronic platforms, new
payment methods have been revealed. Hence, a provision should be inserted
into the legislation to ensure criminal protection.

In our study, all these developments in IT will be examined and the
situation in Turkey will be stated. Explanations in the strict sense will be
made restrictedly on criminal law. Regulations on administrative fines and
developments in criminal proceedings are outside the scope of this study.

Developments in information technology will not also be limited to the
current situation. As there will be new amendments to meet the current
developments, the regulations in criminal law will take place in also for the
later improvements.

I. Obligation for Protection in Information Technology

With putting the mass production of personal computers into service of
humanity in the 1980s, the development of data networks and the start of the
Internet age, the world has begun to experience a big change. The Industrial
Revolution has ended and the Technology Revolution and the Information Age
have begun. As a result of these improvements, there have been many changes
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in the economic and social lives of people. Electronic commerce has been
become possible, tele-working?, tele-health, and tele-meeting opportunities
have been born. Also significant changes have occurred in librarianship,
education, and banking services. New business areas -such as information
brokerage?- have emerged. Computers are being used in diverse areas, such
as music, the auto industry, the military?, and business. The phenomenon has
carried the world into the globalization.

IT, as well as changing economic and social life, has also affected criminal
law by using it as a tool in the violation of some values. In the empirical
researches, it has been stated that the information based on computing is
not only an economic, cultural and political benefit but also a threat®. The
realization of some actions, such as the violation of personal rights by abusing
information systems, causing material damage to people and organizations
or theft of business secrets and the programs have arised the necessity
of taking measures on this issue. In the 1980s, it was understood that the
crimes resulted from information technology are not only limited to economic
crimes, but also crimes concerning the violation of the personal rights, the
unauthorized accesses to systems, the illegal seizure of data, and the forms
violating other legal values®. These emerging improvements have resulted in
the researches on the development of new strategies in security and on the
prevention of delinquency in information technology. The regulations related
to IT crimes have been measures both precautionary just as to ensure the
fulfillment of computer-based transactions and become an important factor
in the prevention of IT violations.

1 Women who want to have children in the United States and some women employees in
the IT field in the United Kingdom have been allowed to work at home: Ozerkan, Sengiil
Altinal, “Bilgisayar ve iletisim”, Yeni Tiirkiye, Special Issue-l of the 21st Century, 1998, Year
4, Issue 19, p. 779.

2 Information brokering is providing synthesis information and services to buyers. The use of
this information is called the transportation process. This includes, for example, the work
of a commercial internet center: Kenes, Biilent - Mehmet Yilmaz, “Ugiincii Millennium’da
istihbaratin Degisen Yiizii”, Yeni Tirkiye, 21. Yeni Tirkiye, Special Issue-ll of the 21st
Century, 1998, Year 4, Issue 20, p. 1552.

3 Information technology facilitates the launch of missiles, the usage of nuclear power and
the transform of military planning and deployment. However, the connection between the
military and advanced computer systems is criticized for the reason that the fate of the
world is left at the mercy of countries with advanced technology. According to this view,
the complex computer systems presently in the hands of a limited number of experts puts
the world’s peace on a knife-edge: Erdogan, Mustafa, “Bilgi Toplumu ve Demokrasi”, Yeni
Turkiye, Special Issue-I of the 21st Century, 1998, Year 4, Issue 19, p. 468.

4 Sieber, Ulrich, “Informationsrecht und Recht der Informationstechnik”, NJW, 1989, Issue
41, p. 2571.

> Sieber, Ulrich, “Der strafrechtliche Schutz der Information”, ZStW, 1991, Issue 3, p. 781.
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However, handling such violations has left all legal orders with serious
problems. This is due to the fact that the principles of criminal law had been
based on the protection of physical and tangible subjects on and that they
had not dealt with the other issues apart from these until the middle of the
twentieth century. Until this time, even if there were some provisions in penal
codes for the protection of information and other intangible media, they
fell behind compared to tangible issues. However, this situation has begun
to change with the extraordinary developments experienced in the field of
information technology. The transformation of the industrial society to the
information society and the increasing transition from physical to non-physical
issues has revealed the absolute necessity of making new reforms in criminal
law®.

Il. Criminal Information Law and Information Technology Law

Developments in the field of IT influencing the criminal law have resulted
in stating that a separate strand of criminal information law has emerged and
developed. Some authors examine crimes caused by these developments in
information technology under the title of material computer criminal law’.
Absence of tangible quality in the information in computers and that the acts
related with these cannot be imposed a penalty have given rise to the notion
that IT breaches should be examined within the scope of separate branch of
law. In this sense, it has been stated that developments revealed the need to
separate the legal assessment of the tangible and intangible properties and
that it has been understood that the principles developed for the protection of
the owners and the possessors of the tangible goods were not fully applicable
for the owner of the information. In other words, the classical sense of the
relationship of ownership cannot be applied to intangible assets. For instance,
it is indicated that whereas material assets are under the sole control of a
particular person, information is a public property, which must flow freely
and therefore should not be protected by exclusive rights. Yet, it is also
uttered that provisions on the protection of the content of the personal data
whose personal rights are related to cannot be excluded from the rules set
for tangible assets by making comparison and that computer information law
should be developed on an independent basis®. At the current level, criminal
information law is still in the developmental stage and general provisions on
some issues, such as determining the ownership of the power of disposition,

& Sieber, Der strafrechtliche Schutz der Information, p. 783.

7 For details see: Mohrenschlager, Manfred, “Computerstraftaten und ihre Bekampfung in
der Bundesrepublik Deutschland”, wistra, 1991, Issue 9, pp. 324.

8  Sieber, Der strafrechtliche Schutz der Information, p. 787, 788.
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are still insufficient®. The scope of criminal information law includes cyber
crimes described under criminal law, criminal regulations related to programs
protected within the framework of copyrights, criminal provisions made
under scope of the special codes (for instance; the protection of topographies
of semiconductor) and the provisions of penal codes and special codes for the
protection of personal data (crimes of data protection)* and other acts which
constitute a crime.

It is true that acts performed through IT tools have emerged that they
have technical aspects and the data cannot be considered as a commodity in
the physical sense and that regulations regarding the violation of informatics
have to be regulated with separate provisions with some exceptions. It can
be seen that the new legislation has been regulated in the countries which
have processed enactment, except for the extension of certain provisions.
Moreover, seeing that these provisions sometimes seem inadequate before
new technological advances, changes or new arrangements have been
made. However, these developments do not result in the emergence of
an independent criminal information law within the scope of criminal law.
Criminal acts are not only included in the Turkish Penal Code, but they are
also in special penal codes and in other criminal codes. Many codes require
criminal sanctions to be effective, and they include criminal acts which form
crimes!. General provisions of criminal law have been applied for all these
criminal acts as a rule (Turkish Penal Code art. 5). Formulating acts in many
special codes to define what forms crimes related to this field does not mean
that there is an independent criminal branch arising. It is not appropriate to
define related branches of law for every discipline which contain criminal
provisions, such as “Press Criminal Law”, “Taxation Criminal Law”, and
“Commercial Criminal Law”*2 In this sense, enacting legislation relating to
crimes concerning information violations in both the Turkish Penal Code and
in the codes of other branches does not show that there is an independent
branch of law named criminal information law. In the narrow sense, these
are acts which constitute crimes within the scope of criminal law and do not
constitute an independent branch of law.

Another determination which IT developments have created is the term,
“information law”. In fact, what is expressed is that the basis of criminal

° Hilgendorf, Eric, “Grundfélle zum Computerstrafrecht”, JuS, 1996, Issue 6, p. 510.

10 Mohrenschlager, p. 324-328.

11 cel, Kaylhan-Donay, Siiheyl, Karsilastirmali ve Uygulamali Ceza Hukuku, Genel Kisim, Book
1, Renewed 3rd Edition, Istanbul 1999, p. 22.

2 jcel-Donay, p. 22; Ozgeng, izzet, Tiirk Ceza Hukuku, Genel Hiikiimler, 10th Edition, Ankara,
2014, p. 37.
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information law is said to be consisted of developing information technology
law and the information technology. It is stated that developments occurring
in national and international fields (such as establishing chairs in universities,
issuing periodicals, having studies and the establishment of research institutes
in national or international platforms, reform movements that took place in
legalization, and the increase of jurisprudences on the subject)®® have shown
that information law has constituted, improved and increased its importance
progressively'®. Information law®which is also named as computer law,
Internet law, new media law?®, is defined as “the law branch which contains
rules related to information technology”!’. According to this law branch,
information, which hasincrease editsimportance asaresult of IT developments
and hence has become an increasingly important factor, constitutes a third
essential element besides material and energy. Alongside this elevation, the
information also carries a risk factor on committing a crime’®. However, it is
mentioned that it is questionable whether technological developments have
created such a branch of law or not. It is stated that general legal provisions
can be applied mostly in this field and making certain specific arrangements
due to the technical nature of the subject cannot be said to constitute a
separate branch of law?®. Apart from that, it is alleged that the realization of
IT law is difficult because information law has an inter-disciplinary structure
which includes many areas other than law?.

Even if the term, information technology law, is used and new chairs are
opened in universities, journals are published, and international meetings are
organized, information law has not become an independent sub-discipline of
IT law on its own and it is not accepted as a doctrine. Information technology

13 For applications of the information law in Germany see: Junker, Abbo, “Die Praxis des
Bundesgerichtshofs zum Computerrecht 1989-1992-Teil 1”, JZ, 1993,Issue 7, pp. 344;
Junker, Abbo, “Die Entwicklung des Computerrechts im Jahre 1998”, NJW, 1999, Issue 18,
pp. 1294.

14 Sieber, Informationsrecht und Recht der Informationstechnik, p. 2572.

15 Opponents who think that the term of information law is too broad suggest the expression
“computer law” : Ersoy, Yiiksel, “Genel Hukuki Koruma Cergevesinde Bilisim Suglari”, Yilmaz
Gunal’a Armagan, Ankara, 1994, Vol. 49, Issue 6-12, p. 152.

16 Hilgendorf, Eric, (Translator: ilker Tepe), “Tek Basina Bir Disiplin Olarak Enformasyon
Hukuku? Hukuk Bilisiminin ve Enformasyon Hukukunun Bazi Temel Sorunlari Uzerine
Elestirel Degerlendirmeler”, CHD, Year 3, Issue 7, August 2008, p. 254.

7 About developments and characteristics of information law see: Sieber, Informationsrecht
und Recht der Informationstechnik, pp. 2569.

18 See: Inanicl, Haluk, “Bilisim ve Yazilim Hukuku, Uygulama iginden Gériiniisii”, iBD, 1996,
Year 70, Issue 7-8-9, p. 514 ; Aydin, Emin D., Bilisim Suglari ve Hukukuna Giris, Ankara,
1992, pp. 67.

¥ Ersoy, p. 151.

2 See: Aydin, p. 72.
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law is specified as a branch of law which regulates relations concerning
information technologies. Subjects falling within its scope are diverse and
heterogeneous. Many subjects which originally belonged to other fields
like private law (such as civil law), public law (such as administrative law,
constitutional law) and criminal law are under the scope of information
technology law. However, because these fields have serious differences (such
as the term of mistake and principle of legality), it seems impossible to define
uniform dogmatic rules which contain all of them. Therefore, it seems difficult
for information technology law to be an intersection discipline that covers
all areas of law. Problems arising in the field of information will be examined
in every branch of law itself. Civil lawyers will examine issues related to Civil
Law, administrative lawyers will examine problems in her/his own field and
criminal lawyers will assess problems related to criminal law. An approval
of a branch of information law and an expert in that branch which covers
all these diverse situations is not only by creating an intolerable burden on
the scientist but also it is harmful for teaching of the subject. Indeed, even
advocates of a distinct branch of information technology law cannot agree on
the subjects which will covered by this branch?. For instance, some proper
lawyers examine copyrights in the scope of information technology law.

lil. The Effects of The Information Technology Developments on Criminal Law
A. Personal Data

The impact of developments in IT to criminal law initially concerned the
protection of personal data. Laws made in the 70s and 80s were a reaction to
the threat to private life?? caused by the increasing possibilities of electronic
data processing®.However, computers were used generally for data collection,
assessment and storage, due to their storage capacity, and rapid processing.
In other words, at first, they were used for creating “data banks”?*. In the

2 Hilgendorf, Enformasyon Hukuku, pp. 254, 259.

2 There is not any general definition of private life that can be used in the context of law, and
its scope can not be determined cause it varies by time, place and people. But generally
issues concerning personal and family life of the individual is said to be in this context.
: Danisman, Ahmet, Ceza Hukuku Agisindan Ozel Hayatin Korunmasi, Konya 1991, p. 2,
7. For private life also see: Ozdemir, Salim, “Ordinatdr (Bilgisayar) ve Hukuk Enformatigi
(Bilisimi)”, AD, 1974, Year 65, Issue 1-12, pp. 345; Ding, Giiney, “Bilgisayar Caginda Ozel
Yasamin Korunmasi”, ABD, 1987, Issue 2, pp. 195; Ozbudun, Ergun, “Anayasa Hukuku
Bakimindan Ozel Haberlesmenin Gizliligi”, AUHF 50. Yil Armagani, 1977, Year 1-2, pp. 265;
Ozdes, Orhan, “Tabii Hukuk Agisindan Kisinin Ozel Hayatinin Gizliligi”, DD, Year 4, Issue 14-
15, pp. 87.

3 Sieber, Der strafrechtliche Schutz der Information, p. 783.

% For data bank see: Cosar, Ertan, “Bilgi Bankalari ve Hukuk Uygulamasi”, DD, Year 4, Issue
14-15, p. 27, 29.
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1960s, the Ruggles Report on a central data bank for the collection of data
in the different ministries in the United States drew attention to the dangers
in terms of the invasion of privacy. The idea of the creation of a central data
bank faced objections in the US congress on the grounds that the data is
secret and information collected would not be secure. Then also in Germany
and other European countries, the creation of data bank was objected to on
the grounds that it threatened the privacy of private life?>. After the 1970s,
many countries adopted regulations because of the danger that the data
bank formed. Sweden enacted the Data Protection Code in 1973 (and other
codes were amended in 1979 and 1982); USA enacted the Code on Protection
of Privacy in 1974 (and many other special codes); Germany enacted the
Federal Data Protection Code in 1977 (amended in 1990); France enacted
the Information Technology and Freedom Code (amended in 1988); Finland
enacted the Code on Personal Data in 1987; Luxemburg enacted the Code on
the Regulation of the Use of Personal Data in Computer Applications in 1979;
Great Britain enacted the Data Protection Code in 1984; Ireland enacted the
Data Protection Code in 1988; Israel enacted the Protection of Privacy Code
in 1981; Japan enacted the Code on Protection of Personal Data in 1988;
Austria enacted the Federal Data Code in 1988; Norway enacted the Code
on Personal Data in 1978%. In addition, many countries, not mentioned here,
enacted legislations concerning the protection of personal data and private
life. According to a report dated 2013, 99 countries have their own data
protection code?’. Many issues, such as what types of data can be collected,
bans on illegal data collection methods, and essential security measures to be
taken, have been addressed and come under legal protection®,.

Today various people or organizations (national or international,
governmental agencies or private organizations) are collecting data about
people related to each others for various reasons. For example, doctors
or hospitals collect and keep personal data about patients, banks about
customers, businesses about the people they do business with, government
agencies about the issues that they are concerned with, security forces about

% Sieber, Ulrich, Computerkriminalitdt und Strafrecht, 2nd Edition, Kéln/Berlin/Bonn/
Miinchen1980, p. 24, 25.

% For these countries see: Sieber, “Der strafrechtliche Schutz der Information”, p. 783,
footnote 15.

27 Presidency, State Audit Board, Audit Report, 2013, https://www.tccb.gov.tr/assets/dosya/
ddk56, pdf, p. 779 (A.D.22.11.2015).

% About the concern on regulations on protection of private life against computers see:
Tezcan, Durmus, “Bilgisayar Karsisinda Ozel Hayatin Korunmasi”, Anayasa Yargisi, Papers
presented at the symposium edited due to 29th Anniversary of the Constitutional Court,
Ankara, 1991, pp. 386.
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criminals, airports about passengers, insurance companies about customers,
telecommunication companies about users. Data banks contain a lot of
information about individuals on diverse topics such as family life, business and
business secrets, the newspapers and magazines they read, the associations
they are members of, expenditure, private pleasures, possessions, diseases,
and crimes they’ve committed. Considering the advent of digital technology,
it is clear how easy it is to access this information. Furthermore, there are
concerns about the purposes for which collectors will use this information,
with whom they will share it, how long they will keep it, whether they have
adequate security measures to protect it, how the people to whom the data
belongs to can use his right to delete or rearrange it. Due to the sensitivity of
this subject, countries are taking a firm stance on this issue. There have also
been researches conducted on this issue in the international arena and the
contracts have been agreed on. The protection of personal data has regulated
in international agreements since the 1980s. Contracts have been made to
provide a common standard of personal data protection in all countries and
to determine the principles of cross-border information flows. The Council of
Europe’s Convention for the Protection of Individuals with regard to Automatic
Processing of Personal Data, dated 28.01.1981, expresses the aim to secure
the fundamental rights and freedoms of every individual, and in particular his
right to privacy, with regard to automatic processing of personal data (art. 1).
The convention ensures the protection of the personal data of individuals on
a uniform level in several countries which are members of the Council and
sets standards for the cross-border flow of data. According to article 12 of the
Convention, a state can prohibit cross-border data transfer to other states,
which don’t provide an equivalent level of data protection in their legislation.
An additional protocol for the Convention dated November 8th, 2001 is also
another measure in this regard. Even though the agreement was signed by our
country, it has not been approved by the Grand National Assembly of Turkey
due to the absence of law on the protection of personal data, which is required
in article 4. Decisions of the Council of Europe Committee of Ministers are
also binding and have to be taken into account in addition to the Convention.
There are some provisions on preventing the flow of data to countries that
do not have adequate protection on the Data Protection Directive 95/96
of 24 October 1995. Accordingly, the cross-border flow of information can
be prevented to those countries which do not have sufficient provisions to
protect personal data, smart cards and internet communications. In 1995, the
European Union confirmed the guiding principles which demand countries
such as Greece and Italy*® that do not have data protection to accept the law

% taly has adapted to the EU with the Act of Personal Data Protection dated January 30, 2003.
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on the protection of data®°. Apart from this, there is the Directive 2002/58 on
the Protection of Privacy and Electronic Communications and the Retention
of Communications Traffic Data Directive No. 2006/24 of the European Union.
Moreover, on this subject, another international agreement to be mentioned
is the OECD Guidelines on the Protection of Privacy and Transborder Flows of
Personal Data, adopted on 23 September 1980.

In our country, all public and private organizations operate official
transactions with computers and store personal data of people. You cannot
even receive your cargo without giving your ID number to the courier
company at your doorstep. However, there had not been any common law
on the protection of personal data until 7" April, 2016. On this date, The Law
of Protection of Personal Data no. 6698 was put into action, fulfilling this
need on the issue. (Some articles of the code — 8,9,11,13,14,15,16,17, and
18. articles — will be put into force 6 months later). But since 1989, some
studies have been conducted on the basis of drafts in our country. Within the
amendment in the Constitution in 2010, it is clearly regulated that the demand
for the protection of personal data is an individual’s right (art. 20/3). This right
includes the rights of people to be informed about their personal data, to
have access to this data, to demand the correction or deletion and to get
information about whether the data is used in accordance with its purposes.
Because of the lack of a general law on the protection of personal data in that
period it was criticized that the right guaranteed by the Constitution were not
provided®. With the code no. 6698, the terms of the Constitution have been
fulfilled by means of putting the provisions into practice on the issues such
as which rules and procedures will be implemented for data collection, the
processing terms of the personal data, deletion, destruction of the personal
data and making it anonymous, under what circumstances and with whom it
can be shared, the clarification obligation of the person in charge of the data,
being informed, having access to personal data, the correction or deletion of
it, the demand of destruction and learning whether it is used in accordance
with its purposes, responsibilities related with the security of the data. Just as
the protection of personal data by law was recorded as acceptable for the data

30 Keyder, Virginia Brown, (Translator: Ayse Berktay Hacimirzaoglu), Fikri Mlkiyet Haklari ve
Gumrik Birligi, Intellectual Property Rights and Customs Union, Istanbul 1996, p. 68,69.
These principles have been approved at Germany’s insistence. Germany’s Federal Data
Protection Act (Bundesdatenschutzgesetz - BDSG) concerns the provisions about the
protection of international data. Germany have some bad experiences in this regard,
and thus has been more willing than other countries to adopt these principles. For the
principles and protection in EU see: Geis, lvo, “Internet und Datenschutzrecht”, NJW, 1997,
Issue 5, pp. 289.

31 Tezcan, p. 386.
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automatically recorded, the data recorded via non-automatic ways, providing
that it is the part of the data registration system, are also considered within
the scope of the law (art. 2). In addition, arrangements were made about in
which situations the provisions of the Law of the Protection of Personal Data
(art.28) will not be applied. In general preamble of the law, it is stated that by
taking international documents, the comparative practices of law, the needs
of our country into account, the processing and the protection of the personal
data in contemporary standards have been aimed. However, considering
the nature of the law being the framework law, with the consideration of
recommendations of the Council of Europe, it is stated that the decisions
were not texted, and may be included in regulations to be made concerning
the various sectors. Besides the regulations in The Law of the Protection of
Personal Data, different codes of law (in the Electronic Communications Code,
the Criminal Trial Code, the Code on Regulation of Online Broadcasting and
Fighting against the Crimes Through These Publications, Criminal Records Act,
the Right to Get Information Act and other codes) include provisions on the
protection of personal data.

In terms of criminal law, the provisions relating to the protection of
personal data are stated in the code No. 5237 in the Penal Code. In article
135 and the following articles, the act of storing personal data, delivering or
getting the data illegally or not destroying the data are regulated. Also, The
Law of Protection of Personal Data has resolved that the 135-140. Articles of
the Turkish Penal Code will be put into force in terms of the crimes related
to the personal data (art. 17). There are not any similar regulations in Code
No. 765. In 1991, with the article 525 A / 1 added to law No.765 with the
law No. 3679, taking data illegally were put under the scope of the laws (the
quality of the data captured is not important according to the paragraph).
This regulation covers the nature of a provision to be applied only in terms
of the seizure of data and does not make any determination on saving data,
protecting, deleting or giving data to others or misusing the data.

B. Cyber Crimes

The second wave of reforms related to information violations in criminal
law was experienced in the early 1980s with the regulation of cyber crimes.
The first news about information guilt appeared in the press and scientific
literature in the 1960s and caused discussion on the existence of information
guilt because many news is based on newspapers. A small number of
cyber crimes were identified in investigations in the mid-1970s*. With the

32 Sjeber, Der strafrechtliche Schutz der Information, p. 780, 784.
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development of computers and the emergence of violations interest was
focused on whether there was a necessity for specific regulation. Those who
argued that legislation was unnecessary argued that computers did not bring
something new. Archives had been kept since time immemorial and any
specific legislation would hinder the development of computers. Those who
were in favor of the regulation argued that computers brought quantitative
changes which gave rise to qualitative differences and that, for this reason,
legal regulations were necessary®. In the 1980’s, both general and scientific
estimates of cyber crimes increased considerably and the threat posed by
cyber crimes became increasingly apparent. The spread of commiting crimes
and harming the information society clearly being understood by the large
masses, which has led to countries to legislate. The following countries made
regulations related to cyber crimes; Australia in 1983, 1985, Chile in 1986,
Denmark in 1985, Germany in 1986, France in 1988, Greece in 1988, England
in 1981, Italy in 1993, Japan in 1987, Canada in 1985, Austria in 1987, Norway
in 1987, Sweden in 1986 and the United States in198434,

In the changes which took place in the 1980s, it was recognized that cyber
crimes violated intangible values (data) as well as legal values which were
already protected and that the new methods were being used to commit
the crimes (e.g.: computer manipulations instead of fraud). Many countries
have stipulated cyber crimes by making specific changes to legislation rather
than using the flexible interpretations of existing provisions (which would
constitute a violation of the principle of legality and prohibition of analogy).
For example, they have regulated new crimes such as the unauthorized access
to a computer system?®,

The first regulation on cyber crimes in our legislation was made in 1991. It
was added to the Turkish Penal Code with the code No. 3756 on 06.06.1991.
These crimes placed under the eleventh sub-section titled Crimes in the field
of Information in the articles 525a, 525b, 525c were enacted identically except
for a few differences from the Turkish Penal Code dated 1989. The previous
Penal Code adjudicated that the seizure of data illegally in article525 a/1, the
usage of data to harm someone, transport or replicate the data in article 525
a/2, harm the data and functioning of the system in article 525 b/1, to benefit
through illegal information system in article 525 b/2, fraud in data in article
525 c. In the Turkish Penal Code No. 5237 which is still in force and abrogated
the Penal Code No. 765, access to IT systems (art. 243), blocking, disrupting
the system, destroying or changing the data (art. 244), misuse of debit or credit

3 Danisman, p. 39.
3 Sieber, Der strafrechtliche Schutz der Information, p. 781.
3 Sieber, Der strafrechtliche Schutz der Information, p. 784, 785, footnote 16.
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card (art. 245) were regulated in Chapter 10 under the title “Crimes on field
of Information”. Crimes concerning the misuse of debit and credit cards which
was included in the scope of article 525-b/2, while Turkish Penal Code No.765
was in force, were regulated as an independent crime in the Code numbered
5237.The crime of entering a cyber system which was not stated in the previous
code although it was necessary, was also been regulated in this new code.
However, the requirement of staying on the system for the constitution of the
crime was not correct. Making amendments on the provision on 24.03.2016
with the Code number 6698, the legislator has accepted that entering into the
system or staying online is enough to be regarded as a crime ( art.243). The
acts of seizure or storing data are not regulated only regarding the information
system. These acts are also stipulated in articles 135 and 136. Thus, there is
not a determination made in the Crimes in the Field of Information section
regarding these crimes. The acts of use, duplication and transmission of data
in article 525 a/2 are not stated in the Code numbered 5237. Because the
acts of copying programs which were the purpose of the provision (art. 525
a/2)*® were regulated in the Code on Literary and Artistic Works (CLAW) by
the amendments made on 12.06.1995. Because protection of private life or
personal data were stated in our legislation, the article of 525 a/2 was not
necessary anymore. However, there is a lack of provision on forgery in our
penal code. Although there is a regulation in the legislation about forgery on
electronic certificates (Electronic Signature Code, art.17), that provision is
found to be insufficient because it doesn’t cover all the acts related to forgery
on data. Even though there is a determination on the forgery of debit and
credit cards in art. 245/3, the Turkish Penal Code does not punish the act of
fraud on cards, but regulates against the benefit to self or others by using a
fake or the fraudulent debit or credit card. There was also no regulation in the
Turkish Penal Code regarding the use of and keeping of password crackers,
programs or other devices in order to commit a crime before the code change
with the Code n. 6698 on 24.03.2016, which made a deficiency in terms of
our Penal Code. Although there are some provisions in some special codes
about their own fields (Electronic Signature Code, art.16, CLAW art.72), there
was no provision relating to misuse of devices involving cyber crimes. With
the amendment made in 2016, for the realization of the crimes that can be
committed by means of using cyber crimes or systems as tools of information,
some of the acts such as, in the case of making a device, a computer program
or forming the password or the other security code of the computer program,

3% Inthe same vein: Ersoy, p. 175; Aydin, p. 90. However, the opinion of these authors that the
programs are protected has been criticized on the grounds that it only gives the impression
of protection but in reality the data is not protected: Yazicioglu, Yilmaz, Bilgisayar Suglari,
Kriminolojik, Sosyolojik ve Hukuki Boyutlari ile, Istanbul 1997, p. 245, footnote 478.
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manufacturing and exporting them has been regulated as crimes.

Developments in the field of IT do not only affect criminal law on cyber
crimes, but also lead to new provisions on crimes which are already stipulated
in the Penal Code in terms of usage of IT tools. Developments in IT have not
only increased the number of crimes committed but also have facilitated the
committing of the crimes. For example, obscenity or pornography, defamation,
threat, fraud and gambling (providing the location and facilities to play) can be
considered in this regard.

There have been studies in this area to define and determine the cyber
crimes on account of their international nature. Activities that G-8 countries
have organized since 1995 (action plans, reports, recommendations,
congresses held by the United Nations (on rehabilitation of criminals and
preventing crimes) and studies conducted by Organization of Economic
Cooperation and Development (OECD) and the Council of Europe can be
stated in this context. In OECD reports, computer crimes have been defined as
“any computer abuse, any illegal, unethical or unauthorized behavior relating
to the automatic processing and transmission of data ¥’.

Also, on 13 September 1989 the Council of Europe suggested in the
recommendation decision®, which also included instructions for national
legislators, to impose cyber crimes sanctions by dividing them into two lists.
The first list contains a minimum of acts that countries should take under
sanction. These criminal violations are specified as computer fraud, data
fraud, the damaging of computer data and programs, computer sabotage,
unauthorized access, unauthorized monitoring and unauthorized duplication
of computer programs. The second list contains those acts that countries may
voluntarily choose to punish. These violations were listed as unauthorized
modification of computer data and programs, computer espionage and the
unauthorized use of computers and computer programs that were under
protection®.

The most important work of the Council of Europe is the Cyber Crime
Convention which set obligations for the countries signed the contract.
In this convention, countries are put under the responsibility to legislate

37 See: Donmezer, Sulhi, Kisilere ve Mala Karsi Clirtimler, Fifth Edition Revised and Renovated,
Istanbul 1998, p. 521.

3 The recommendations of the Council of Europe have been guiding the legalization to cyber
crimes in many countries (eg. Italy) and it has been adopted by many organizations in the
study withoutamending. For details, see: Mohrenschlager, Manfred, “Computerkriminalitat
und andere Delikte im Bereich der Informationstechnik”, ZStW, 1993, Issue 4, p. 922, 923.

3% Mohrenschlager, Computerkriminalitat, p. 923, 924.
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against illegal access, intervention, and interference of data, illegal system
interference, computer-related fraud, computer-related forgery and the illegal
misuse of devices. The legislators in our country will make some modifications
in accordance with the obligations under the convention on forgery and other
provisions currently not available in our code.

C. Copyright

In the 1980s, some amendments were made in the laws for the protection
of the copyright of goods in the field of computer technology. After the 1970s,
due to the fact that patent protection wasn’t applied to computer programs
worldwide*®, many countries had to make regulations*! to protect programs
within the framework of intellectual law*?. During this period in which the
countries made amendments to extend intellectual law, provisions concerning
the criminal aspects of intellectual rights were brought into force in different
legal systems: Germany accepted the Code of Amending on Copyrights in
1985; Finland, Code No. 442 in 1984; France , Code No. 85 in 1985; Italy, Code
No. 406 in 1981; Sweden, Code No. 284 in 1982; China, Intellectual Property
Code in, 1985,

Turkey fixed up the regulation on 07.06.1995, which deals with both
issues by making changes in the Code on Intellectual and Artistic Works

40 Because article 52 of the European Patent Convention 1973 had forbidden granting patents for
computer programs. However, following the increase in demands made for providing patent
protection in the 1980s (because there were some regulations contrary to this article in the
codes of many countries), the Convention was amended in 1985 and some new guidelines
were adopted concerning patents of inventions linked to software that can be considered as
a technical nature. As of 1994, the European Patent Office has given more than 11 thousand
patents for inventions of linked software. Hence, the Patent Code is still serving an important
function in the protection of programs. For example, the United States of America is protecting
many programs by patents. Therefore, it would not be wrong to say that there is uncertainty in
the world about the protection of programs. See: Keyder, p.58, 59, 79.

41 Accepted regulations in countries: The Code of Amending on Copyrights, Germany, 1985;

The Code No. 7646, Brazil, 1987; The Code No. 153, Denmark, 1988; The Code No. 85,

France, 1985; The Code Amending the Code on Copyrights about the Literary and Artistic

Works, Finland 1984; The Code No. 406, Italy, 1981; The Code No. 284, Swedish, 1982;

The Amendment of 1986 in the Copyright Code for computer programs, Britain; The

Code numbered XIX Out going to Amendment in Copyrights, India, 1984; The Copyright

Code on Computer Programs, United States of America, 1980; The Intellectual Property

Code, China, 1985.For amending countries see: Sieber, Der strafrechtliche Schutz der

Information, p.785, 786, footnote 18.

The Philippines was the first country to receive computer programs protected under the

scope of literary and artistic works in 1972: Dalyan, Sener, Bilgisayar Programlarinin Fikri

Hukukta Korunmasi, Ankara 2009, p. 64.

4 Sieber, Der strafrechtliche Schutz der Information, p. 786, footnote 19.
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within Code No. 4110%. With the change of article 2 of that Code, computer
programs were also characterized as scientific and literary works. Concepts
of computer program interface and operational search were identified in
article 1/B under Code No. 4630, dated 21/2/2001. Crimes were issued in
the 71. and 72. articles of the Code. The article 71 is concerned about the
actions violating the spiritual, financial or related rights about all intellectual
and artistic works including the computer programs protected by the Code.
In the article 72, regulations are set out concerning the punishment of
people who produce programs or technical equipment to disable programs,
put them on the market, sell them or hold them for any purpose excluding
the personal use.

International studies have also been done for the protection of computer
programs. As examples, the Trade-Related Aspects of Intellectual Property Rights
(TRIPs), dated 1994, and WIPO (World Intellectual Property Organization) Copyright
Agreement, dated 1996, and Council of Europe’s Directive on the Legal Protection
of Computer Programs, no. 91/250 can be specified. Also, copyrights and the crimes
associated with the violation of the rights related to them have been included in 10.
article of the Cyber Crime Agreement.

Since 1984, countries have also begun to make regulations for the
protection of topographies® of semiconductors. The United States of America
enacted a new law named “the Code of Protection of Semi-Conductor
Chips” in 1984. This was followed by Japan, who, in 1985, enacted the Code
of Semi-conductor Integrated Circuit Design. A number of countries then
followed suit, Sweden in 1986, and Denmark, Germany, France, Britain and
Italy in 19874,

The importance of ‘chips’, that are used in all areas of production and
consumption ranging from the basic household appliances (such as washing
machines) to the high-tech products, has led to the realization that their
protection should not be neglected. While at first the laws for the protection
of these products were at the aim of preventing of the unauthorized
copying of the “chips”, later on they adopted the aim of prevention of the
unauthorized re-marking and packaging of them. Most countries taking the

4 For these changes see: Kilicoglu, Ahmet, “Fikir ve Sanat Eserleri Kanununda Yapilan
Degisiklikler”, ABD, 1995, Year 52, Issue 4, pp.13. For previous state before 1995 see: Erel,
Safak, “Fikri Hukukta Bilgisayar Programlarinin Korunmasi”, AUSBFD, 1994, Vol. 49, Issue
1-6, pp.141.

4 Topography of semiconductors is defined as three-dimensional designs embedded in
semiconductor material. So what is protected here is the three-dimensional layout formed
by circuits in layers: Keyder, p. 54, 55.

4 Sieber, Der strafrechtliche Schutz der Information, p. 786.
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“chips” into the scope of arranging the legislation, have chosen to protect
them within the context of copyrights and/or within the framework of design
law. The United States of America has adopted a relatively new distinctive
approach. A sui generis protection of the topography of semiconductors has
been a relatively new improvement?’. Some of the member countries of the
European Community have protected semiconductor topographies as sui
generis right®.

As for Turkey, the first special regulation for the protection of topographies
of semiconductor was made by the Code on the Protection of Integrated
Circuit Topography under the Code No. 5147 on 22.04.2004. Prior to this,
topographies of semiconductor were protected, by the implementation of
the articles 56 and more of the Turkish Commercial Code relating to unfair
competition and (by analogy) article 2 of the Code on Literary and Artistic
Works (CLAW)®. Integrated circuit topography was defined in article 2 of the
Code dated 2004 and penalty provisions to be applied in case of violation of
the right were included in article 39.

D. Electronic Commerce and Electronic Signature

Another issue that the developments in IT has affected the criminal law
is on the electronic signature. Technological developments have created
new opportunities in public, social and economic life, and have resulted
in transactions, handwritten signatures replaced by electronic operations
previously ratified on paper, being made electronically. The emergence of
electronic commerce® has improved by the use of electronic signatures. This
development has given rise to safety concerns and the need for regulation
emerged. However, for the improvement of the electronic commerce and
the adoption of electronic signatures by the users, the consumers or the
people doing transactions should be provided with security, and the trust in
open network systems should be ensured.

47 Keyder, pp. 54. Also for the protection of semiconductors in some countries and in

the international arena see: Koch, Ingwer, der Halbleiterschutz nach nationalem,
internationalem und europdischem Recht, in: Lehmann (Hrsg.), Rechtsschutz und
Verwertung von Computerprogrammen, Kéln 1993, 2nd Edition, pp. 333.
% Odman Boztosun, Ayse, “Entegre Devre Topografyasi Hakkina Elestirel Bakis”, AUEHFD,
2004, Vol. VIII, Issue 3-4, p. 309, 311.
Yiice, Ozden, Ozel Bir Diizenleme Olan Entegre Devre Topografyalarinin Korunmasi Hakkinda
Kanunun Degerlendirmesi, file:///C:/Users/Administrator/Desktop/Evaluation%200f%20
a%20Special%20Act%200n%20the%20Protecion%200f%20Topographies%200f%20
Microelectronic%20Semiconductor%20Products%20(Semiconductor%20Protection.pdf,
p. 49 (A.D.01.12.2015).
For electronic commerce see: Taupitz, Jochen — Thomas Kritter, “Electronic Commerce -
Probleme bei Rechtgeschéaften im Internet”, JuS, 1999, Issue 9, pp. 839.
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Ensuring this trust in electronic signatures can only be possible when the
protection of confidentiality and integrity of information transmitted mutually
between the parties with the legal arrangements to guarantee the accuracy of
identification of the parties. (General Justification of the Electronic Signature
Code). As for electronic commerce, transparency and accessibility are
essential in an electronic environment to ensure confidence. For that reason,
for the people dealing with electronic commerce with the aim of ensuring
trust and transparency, certain obligations must be fulfilled. It is necessary for
the electronic service recipient to be able to recognize the goods or services
that she/he will purchase, and there must not be any misleading information.
Also, making the contract accessible subsequently and giving the opportunity
to correct the mistakes are other measures to be taken in this regard. In
addition, a solution must be found for spam (General Justification of Code on
Regulating Electronic Commerce).

Since the late 1990s and early 2000s, countries have begun to make
regulations concerning electronic signatures and electronic commerce.
These are the codes one by one that were put into effect in the named
countries: United Kingdom, Electronic Commerce Regulations in 2002 and
Electronic Commerce Directive in 2013; France, Code No. 2000-230 in
2000 and Code No. 2004-575 in 2004; Romania, Electronic Commerce Act
in 2002; Slovenia, Electronic Commerce and Electronic Signature Code in
2002; Philippines, Electronic Commerce Act in 2000; Spain, the Electronic
Signature Code in 1999; Portugal, Code No. 290-D / 99 in 1999; USA, the
Code of Electronic Signatures in Global and National Commerce and the
Code on Electronic Transactions in 2000; Austria, the Electronic Signature
Code in 2000; Germany, the Electronic Signature Code in 2001; Sweden,
the Qualified Electronic Signature Code in 2001; Luxembourg, the Electronic
Commerce Code in 2002; Ireland, the Electronic Commerce Code in 2000;
Iceland, the Electronic Signature Code in 2001; Argentina, the Digital
Signature Code in 2001; Poland, the Electronic Signature Code in 2002;
Lithuania, the Electronic Signature Code in 2000.

In addition, studies have been carried out on this issue internationally
and some determinations have been approved. Two model codes have been
prepared for countries as a template for legislation by UNCITRAL. One of them
is the Model Code on Electronic Commerce dated 1996, and the other one is
the Standard Provisions on Electronic Signature dated 2001. Apart from these,
there are also EU directives on this issue. The Electronic Signature Directive,
No. 1999/93 dated 13 December 1999; EU Electronic Commerce Directive,
No. 2000/31 dated 8 June 2000; Distant Sales Directive, No. 1997/7 dated
20 May 1997 and the Directive on the protection of privacy in Electronic
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Communication, No. 2002/58 dated 07.12.2002 can be regarded as the
illustrations®..

Turkey adopted the Electronic Signature Code No. 5070 on 15.01.2004 and
the Code on the Regulation of Electronic Commerce No.6563 on 23.10.2014.
In 3. article of the Electronic Signature Code, electronic signature has been
defined, and the principles for the legal and technical aspects concerning their
use have been regulated. The crime related with the unauthorized use of the
data of the signature formation has been regulated in article 16, and the crime
of forgery in electronic certificate has been regulated in article 17. In addition,
in article 19, regarding the crimes mentioned, the implementation of security
measures are to be provided for the legal entities referred in article 60 of the
Penal Code. In article 2 of the Code on the Regulation of Electronic Commerce
No.6563 electronic commerce is defined and in article 10, it is regulated that
the service provider and intermediary service provider are responsible for the
storage and security of personal data obtained and that they are prohibited
from transmitting personal data to third persons without the consent of the
person concerned and cannot use this information for any other purposes
they intended. Therefore, the relevant provisions of the Turkish Penal Code
will be valid in the case of violation of the obligations stated. The breach of its
obligations apart from that is considered a misdemeanor and administrative
fines are envisaged.

E. New Payment Systems

Information technology has also affected our lives in the field of payment
services. Thanks to improved technology and a variety of applications, available
in the field of payments, non-cash payments, and electronic payments have
begun to be used for many commercial and financial transactions performed
in daily life. Electronic money®?, electronic checks®®, (EFT) Electronic Funds
Transfer, credit cards and debit cards are some of the payment methods. Now,
some specifications will be made concerning electronic cash and debit and
credit cards that have special regulations in our country.

Since 2000s, countries have begun to make regulations concerning electronic
money. There are two directives from the European Union in this regard. The

51 For developments in the world and in the international arena see: Demirel, inci, Hukuk
Elektronik Yasam Ve Ticaretin Hizmetinde veya Siber Uzayda Hukukun Yikselisi”, DTM,
Dis Ticaret Dergisi, 2002, Issue 26, http://home.ku.edu.tr/~daksen/mgis410/materials/
SiberUzaydaHukuk.pdf, pp. 6 (A.D.01.12.2015).

52 See: Kumpel, Siegfried, “ Elektronisches Geld (cybercoins) als Bankgarantie”, NJW, 1999,
Year 52, Issue 5, pp. 313.

53 Karabiyik, Aysegiil, “Alternatif Odeme Araci Olarak: Elektronik Cek Sistemi (E-Cek)-1”,
Mufad Journal, Issue 38, April 2008, pp. 81.
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first is the Electronic Money Directive No. 2000/46 dated October 18, 2000.
Member countries of the European Union have also enacted rules that fulfill the
requirements of the union’s directive dated 2000. 15 members of the Union put
the rules of the Directive into effect by 27 April, 2002 (within the time specified
in the Directive). Five member countries enacted the regulations between May
2002 and November 2002. Four member states (Belgium, Finland, France and
Greece), which did not enact the Directive within the specified period, accepted
provisions concerning the Directive in the first half of 2003°*. The second directive
is No. 2009/110 dated 30.10.2009. Turkey accepted the Code on Payment and
Stocks and Shares Conformity Systems, Payment Services and Electronic Money
Institutions No.6493 to ensure compliance with the EU directives and filled the
legal gap in the field of payment services and electronic money institutions for
the healthy development of these areas and to determine the relevant rights
and obligations on 06.20.2013%. In article 28 of this code, the measure of
closing the workplace in the case of unauthorized activity and the realization
of this activity within the workplace were regulated, in article 29, blocking
control and surveillance activities and not giving the information requested
were regulated, in article 30, making untrue statements was regulated, in article
31, storing documents and violating the obligations of the information security
were regulated, in article 32, the disclosure of secrets was regulated, in article
33, damage to reputation was regulated, in article 34, the criminal responsibility
of people in charge and those concerned in electronic money instutions was
regulated, in article 35, unrecorded transactions and false recognition were
regulated, in article 36, embezzlement and personal reasons for reducing
the penalty were regulated, in article 37, the investigation and prosecution
procedures were stated and it was conditioned on application for some crimes
in the code. This application is criminal procedure condition.

Credit cards were first used in America (applicable card application
everywhere took place in 1950 and later), then spread to Europe in the 1970s,
and then became a payment system widely used all over the world. In our
country, the first credit card was issued in 1968%. The specific regulations

% Yurtcicek, Mehmet Siddik, Hukuki Acidan Elektronik Para, Istanbul 2012, file:///C:/Users/
Administrator/Downloads/315760.pdf, p. 173 (A.D.25.11.2015). See also: Yurtgicek,
Mehmet Siddik, Hukuki Agidan Elektronik Para, 2nd Edition, Istanbul 2015, pp. 161.
However, the Code 1s not applicable for the Bitcoin system which is the world’s first
electronic currency that can not be controlled by anyone and there is a legal gap here. See:
Sen, Ersan, “Bitcoin: Elektronik Para”, http://www.haber7.com/yazarlar/prof-dr-ersan-
sen/1120849-bitcoin-elektronik-para (A.D. 01.12.2015).

For historical developments see: Kaya, Ferudun, Tirkiye’de Kredi Karti Uygulamasi,
Istanbul 2009, http://www.tbb.org.tr/content/upload/dokuman/807/263.pdf, pp. 9
(A.D.29.12.2015).
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relating to cards are done in the Code of Bank Cards and Credit Cards No.
5464 dated 23.02.2006. In article 37 of the Code, making untrue statements
about bank and credit cards and forgery in a credit card contract and extra
card contract were regulated, making unauthorized cards in article 38,
the measure of suspension of business activities and advertising due to
unauthorized activity were regulated, in article 39, the breach of information
security obligations and also the realization of acts in a negligent way were
regulated, in article 40, the first paragraph of article 17 and the responsibility
to remove the signs indicating that transactions were made by debit card
and credit card in article 18, and criminal responsibility for the official and
members concerned in actually governing the works of merchants who
violate the second paragraph of article 19 were regulated, in article 41, the
avoidance of information disclosure and documents requested on inspection
were regulated. In article 42, the conduct of the investigation and prosecution
relating to crimes referred to in articles 38, 39 and 41 were conditioned on
the terms of application. Also, about the banks and the employees dealing
with the transactions of credit cards and debit cards the provisions of the
Banking Code were applicable. In our Penal Code, the acts of misuse of debit
and credit cards are regulated (art.245).

CONCLUSION

Developments in IT have led countries to put provisions in penal codes
as well as in special regulations. This has also resulted in the application of
changes in regulations over time. The continuity of IT developments has led
not to have an end to the regulations made in criminal law, but has resulted in
the continuity of new regulations. For example, electronic forms of payment
have started to be used in the field of payments with emerging technologies
in recent years and these have been regulated legally. As long as technological
developmentsin IT continue, these amendments and new criminal regulations
will be inevitable. Just as the developments in IT have affected criminal law
in terms of necessitating new regulations, so have facilitated the committing
of current actions in both in scope and in number. This has resulted in the
specification in the code.

There are some problems in the Turkish legal system concerning the
regulation of IT crimes which have emerged due to the developments in IT.
All of these problems are not covered here because our topic is not limited to
these crimes. However, concerning the study, it must be stated that the current
regulations on IT crimes did not meet the requirements of the Convention on
Cyber Crime ,to which Turkey was also a party, till the 2016 amendment. For
example, there was not a regulation in our legal code about forgery on data,
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the illegal intervention and the misuse of devices. Likewise, both entering
the system and staying in the system were required for the crime pertaining
to entering IT systems. However, entering the system for the occurrence of
crime is sufficient under the Convention. With the amendments made in
Turkish Penal Code in 2016, this deficiency has been overcome. However,
the provision regarding forgery in the data is still not included in our Criminal
Code. We hope that this deficiency will be overcome by the legislator.

Due to the nature of violations in the field of information technology and
its transboundary quality, work has also been carried out in the international
area as it is understood in the Cyber Crime Agreement. Turkey has likewise
been trying to fulfill the requirements of the contracts made in this area and
making legal arrangements to ensure the compliance with the European
Union legal acquis. Although it has been late to react, they have gained a
legal basis. Lastly, the Law of Protection of the Personal Data Law has been
enacted. The protection of the rights guaranteed by the Constitution has been
provided with this arrangement.

It is doctrinally debatable whether technological developments have
revealed criminal information law as a sub-discipline of criminal law or
whether there is a separate discipline under the name of information law.
We point out that it is not possible to say that there occurs a separate branch
of criminal law based on the developments in IT and the laws discipline with
which each code is related. Because of the technical side of the issue, it is not
right to accept the existence of a different branch of law. OIn addition to that,
information technology has not been a sub-discipline by itself today where
we stand now and it has to be stated that it doesn’t seem possible to make it
happen due to many disciplines inside. Rather than expressing the effects of
developments in IT on law as a separate branch of law, | believe that the so-
called regulations should be examined in each branch of law.

(XX X
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ABSTRACT

The concept of “Big Data” is used in order to designate the application of statistical
tools to the production at a large scale, the recording and the analysis of data directly
correlated to the dissemination of digital technologies in the field of science and
media. The collection of communication data at a preventive stage is an aspect of the
concept of “Big data”. The purpose of this study is to reveal the legal framework of
preventive monitoring, its implementation and the destiny of information obtained
through monitoring under Turkish law.

Keywords: Big Data, Communication, Preventive Recording, Right to
Communication.

OzET

Big Data “Buyuk Veri” kavrami bilim ve medya alaninda dijital teknolojilerin
yayginlagsmasiyla birlikte ortaya ¢ikan blyik 6lgekli verilerin Uretimi, kaydedilmesi
istatistiksel araclar uygulanmak suretiyle verilerin analizini tanimlamak Uzere
kullanilan bir kavramdir. Onleme amagli iletisim verilerinin toplanmasi “Biiyiik veri”
kavraminin bir boyutudur. Bu ¢alismanin amaci Tirk hukukunda 6nleme amach
iletisimin denetlenmesi, dnleyici amagli denetimin uygulanmasi ve denetim yoluyla
elde edilen bilgilerin durumunun yasal ¢ercevesini ortaya koymaktir.

Anahtar Kelimeler: Big Data, iletisim, Onleme Amagh Denetim, Haberlesme
Hurriyeti.

LA A4

Introduction

The concept of “Big Data” is used in order to designate the application of
statistical tools to the production at a large scale, the recording and the analysis
of data directly correlated to the dissemination of digital technologies in the
field of science and media.! The production and analysis of data at large scale

Department of Criminal Law and Criminal Procedure, University of Galatasaray, Faculty of
Law/ISTANBUL-TURKEY. eaksoy@gsu.edu.tr.

1 OUELLET et al. “Big Data”, Gouvernance et Surveillance, p. 3.
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and their conservation has proved to be a mean of control and monitoring.?
These new mechanisms of control and monitoring offer new opportunities
and challenges for police and security agencies. The development of electronic
communications has led to a large increase in the amount and type of data
available about people and their activities that can be used by these agencies.?

Police and security agencies routinely collect large amounts of data in the
course of their work preventing and detecting crime and gathering intelligence.
The assessment of present or future threats to the democratic legal order and
the warning of security forces is the duty of police forces.* At the same time,
the collection of data and their elaboration in order to make them exploitable
(valorisation process) is closely related to intelligence tasks. It should not be
forgotten that data are firstly collected as raw material (unprocessed data). It
is necessary to perform some analysis work in order to assess in a subsequent
stage if they can be useful.

The collection of communication data at a preventive stage is a second
aspect of the concept of “Big data”. The data collection and analyse follow a
set format, such as the location and type of crime reported, DNA profiles, or
personal details of an individual who has been arrested or charged, called as
structure data. Unstructured data is a text that does not follow a set format,
including police and witness statements. Analysing big data could provide
with additional tools to predict and detect crime.

Under Turkish law, there is no special legal provision dealing with the data
collection by police forces. Article 5 of the Law n° 2559 on Duties and Powers
of Police® allows the recording of finger prints, photographs and personal
data in an electronic database for preventive purposes. The same provision
provides that the recorded data should be used by a competent person and in
conformity with the aims contemplated by the law.®

The other legal provisions enabling the police forces to preventively record
data are those related to the preventive monitoring of telecommunication. In
the present article, we will deal with the issue of collection and recording of
communication data under Turkish law.

2 In his book “Too Big to Know”, David Weinberger describes this “new knowledge” as
requiring “not just giant computers but a network to connect them, to feed them, and to
make their work accessible. It exists at the network level, not in the heads of individual
human beings”. WEINBERGER, Too Big to Know, p. 130.

3 Big Data, Crime and Security, p. 4.

4 VERVAELE, Terrorism And Information Sharing Between The Intelligence And Law
Enforcement Communities, p. 3.

> Asamended on 27.03.2015, published at the Official Gazette n° 2751, 04.07.1934.

& YENISEY, Kolluk Hukuku, p. 331.

42 Law & Justice Review, Year:7, Issue:12, June 2016



The Preventive Recording of Communications Data
Assoc. Prof. Dr. E. Eylem AKSOY RETORNAZ

1. The Legal Framework of Monitoring the Communication Process

Aside from investigation on a crime, the recording of communication data
may be required in order to prevent a crime or for intelligence purposes.

The admissible restrictions to the right to the freedom of communication
enshrined atarticle 22 of the Constitution of 1982 are enumerated exhaustively
by the said article. Those possible restrictions are the following: the protection
of national security; public order; prevention of crime; protection of public
health and public morals and protection of the rights and freedoms of others.
The Constitution imposes also that any decision should be taken by a judge; a
decision by an authorized agency being possible in case of peril in delay with
subsequent approval by a judge.’

The provisions on the preventive monitoring of communication are
enshrined in additional article 7 of the Law n° 2559 on Duties and Powers
of Police, in additional article 5 of the he Law n° 2803 on Gendarmerie® and,
finally, in article 6 of the Law n° 2937 on the State Intelligence Services and
the Establishment of the National Intelligence Agency. The modalities of
the monitoring of telecommunication are subject to the Regulation on the
Principles and Procedure of the Intercepting, Monitoring and Recording
Correspondence through Telecommunication, (referred to as “Regulation”).®

1.1. The Concept Of Telecommunication And The Modalities Of
Interception

At the subparagraph (r) clause of article 3 of the Regulation,“all kinds
of sign, symbol, sound and image and data that can be transformed into
electric signals, transceivers, optic, electronic, magnetic, electromagnetic,
electrochemical, electro mechanic and other transmission systems” are
defined as telecommunication tools. This definition is applicable to the
interception of such communications. Based on it, e-mail, voice mail and chat,
as well as communication through mobile and fix phone lines are deemed to
be telecommunication.

There are four types of communication interception regulated by the
above mentioned laws on preventive recording. There are the following
ones: i) metering of correspondence through telecommunication; ii) phone
tapping; iii) recording of communication and iv) evaluation of data related
to transmitting signals. Unlike the recording of communication for law
enforcement purposes, in accordance with article 135 of the Code of Criminal

7 sen, Turk Hukuku’nda Telefon Dinleme, p. 39-40.
8  Asamended on 27.03.2015, published at the Official Gazette n® 17985, 12.03 1983.
°  Published at the Official Gazette n°® 25989, 10.11.2005.
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Procedure!?, preventive recording does not allow the localisation of a mobile
phone as a measure of communication interception.

The listening and recording of telecommunication encompasses all
the conversations which are taking place through all technical means of
telecommunication. The ability to control telecommunication does not cover
the surveillance by technical means including voice and image recording??.

Article 3 (i) of the Regulation indicates in a more precise way that the
metering of telecommunication should take place without impacting the
content of the communication.

The telecommunication signal is defined as all the data used for
communication within a network or for billing purpose.

1.2. The Aim Of The Monitoring

The first paragraph of additional article 7(1) of the Law on Duties and
Powers of Police admits the interception of telecommunication as a part of
intelligence activities!* aiming at the prevention of crime.

The usage of the term “prevention” in these statements allows the
monitoring of telecommunications even in the absence of committed crime.
Since the concern is not the detection of a committed crime, the logical
conclusion of this article is the fact that the whole Turkey can be tapped,
which has in fact happened.’® Before the amendment enacted in 2015,

1 For the surveillance of communications for the purpose of law enforcement investigation
under article 135 of the Turkish Criminal Procedure Code, please see YENISEY, Criminal
Procedure Law in Turkey, p. 22 seq.

1 Article 3 (h) of the Regulation.

2 flhan, Tiirkiye’de Telekomiinikasyon Yoluyla Yapilan iletisimin Onleme Amagli Denetlenmesi,
p. 789.

13 Article 3 (p) of the Regulation.

14 These purposes are listed as “taking protective and preventive measurements on national and
territorial integrity of the state, its constitutional order and public security and maintaining
safety and public order” under the additional article 7 of the Law on Duties and Powers of
the Police.

15 Aksoy, illustrates this scandal: “In June 2008 a development that could come to be described
as a scandal took place. It was revealed that the 11th High Criminal Court of Ankara had
ruled that all details of communication made by means of telecommunications throughout
Turkey from the Telecommunications Directorate (Telekomiinikasyon lletisim Baskanhdi,
TIB) were to be obtained and delivered to the Intelligence Department of the General
Directorate of Security. It became clear that the decision made by the Court for the period
April 25 — July 25, 2007, had previously been made for the period January 26 — April 25,
2007, that a similar decision had also been made in November 2007, and that this practice
had become routine, fully and permanently violating the right to privacy.” See AksOY, The
Gendarmerie, p. 180.
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the Court of Cassation had decided that court is not allowed to order a
nationwide interception of telecommunication or an interception concerning
telecommunication data outside of its own jurisdiction.’®* Now the legal
provisions explicitly state that the identity of the monitored person should be
mentioned.

The Gendarmerie has also a competence to intercept telecommunication
in order to prevent crimes outside of the municipalities or when there is no
competent police organisation.

The Turkish National Intelligence Organisation can use the preventive
monitoring of communication in order to fulfil its duties, under article 6 (2) of
the Law on the State Intelligence Services. The Turkish National Intelligence
Organisation operates in an extremely wide arena and exercises an extensive
authority in accordance with Law on the State Intelligence Services.'

While performing duties mentioned in the law with the aim of ensuring
the security of State, revealing the spying activities, detecting the disclosure
of the State Secrets and preventing the terrorist activities the communication

% Turkish Court of cassation (“Yargitay”), 9 Criminal Chamber, 4.6.2008, 8074/7160.

7" The Duties of the National Intelligence Organization are defined in an extremely vague way
at Article 4 of the said law.
Article 4 - The duties of the Turkish National Intelligence Organization are as follows:
a) to procure national security intelligence on immediate and potential activities carried
out in or outside the country targeting the territorial and national integrity, existence,
independence, security, Constitutional order and all elements that constitute the national
strength of the Republic of Turkey, and to deliver this intelligence to the President, the
Prime Minister, the Secretary General of the National Security Council and to the relevant
institutions;
b) to meet the intelligence needs and requirements of the President, the Prime Minister,
the Secretary General of the National Security Council and of the relevant Ministries in
formulation and implementation of the plans regarding the national security policy of the
State;
c) to make proposals to the National Security Council and the Prime Minister on directing
the intelligence activities of public institutions;
d) to provide consultancy in technical issues regarding the intelligence and counter
intelligence activities of public institutions and to provide assistance in the establishment
of coordination between them.
e) to deliver the information and intelligence, the General Staff deems necessary for the
Armed Forces, to the Headquarters of the General Staff;
f) to carry out other duties determined by the National Security Council;
g) to carry out counter-intelligence activities.
The Turkish National Intelligence Organization cannot be assigned with duties other
than those listed above and cannot be led to carry out activities other than intelligence
regarding the national security of the State.
The duties, powers and responsibilities of the Turkish National Intelligence Organization
are determined by a regulation approved by the Prime Minister.
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means can be detected, intercepted, recorded and its signal information can
be evaluated.

Itis not clear what constitutes activities carried out to target the existence,
independence, security, and all elements that constitute the national strength
of the Republic of Turkey. Nonetheless, bearing in mind the difficulty and risks
of imprecision inherent in such an approach, itisimportant to allow concerned
persons to seek legal remedies. 8

2. The Authorisation Of Monitoring
2.1 Criminal Charges Making Possible The Monitoring Of Communication

The second paragraph of additional article 7 of the Law on Duties and
Powers of Police and additional article 5(1) of the Law and Gendarmerie limits
the use of monitoring to the prevention of those crimes mentioned at article
250 of the Code of Criminal Procedure. The said legal provision has been
removed and then it was decided that all other provision making reference
to it should be construed as a reference to article 10 of the Law on the Fight
Against Terrorism. Again, in 2014, article 10 of the Law on the Fight Against
Terrorism was removed by the Law n°® 6526. According to article 14 of the
transitional provision of the Law on the Fight Against Terrorism, reference to
the former article 250 of the Code of Criminal procedure should be construed
as a direct reference to the provision of the Criminal Code that where listed
there. Those crimes are producing and trading with narcotic or stimulating
substances committed within the activities of a criminal organization, crimes
committed by using coercion and threat within an organization formed in
order to obtain unjust economic gain, and crimes against national security,
against constitutional order and operation of constitutional rules crimes
against national defence and the crime against state secrets and espionage.®

The fact that there is no clear and defined list of the crimes for which the
Polices forces, the Gendarmerie and the National Intelligence Organisation
can resort to the monitoring gives rise to serious concerns since the case
law of European Court of Human Rights requires that legal provisions in this
respect should be clear and foreseeable®.

Under paragraph 3 of Article 6 of the Law on the State Intelligence Services,

18 BERKSOY, Military, Police and Intelligence in Turkey, p. 47.

9 Except articles 305, 318, 319, 323, 324, 325 and 332. For a translation of the Turkish
Criminal Code please see BICAK&GRIEVES.

2 Forarecent summary of the general principles deriving from the European Cour of Human
Rights’ case law, see, ECHR, Roman Zakharov v. Russia [GC], n 47143/06, para. 227-231,
04.12.2015.
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Turkish Intelligence Organisation can detect the communication in case of a
serious threat against the fundamental features of the state referred to in
Article 2 of the Constitution and the democratic rule of law with the aim of
ensuring the security of the State, revealing spying activities, detecting the
disclosure of State secrets and preventing terrorist activities. The statement “in
case of a serious threat against the fundamental features of the State referred
to in Article 2 of the Constitution and the democratic rule of law” likewise
carries no clarity and extends the discretionary power of the organization.
“This broad mandate requires democratic oversight of the organization to
ensure the prevention of human rights violations” .**

Under paragraph 11 of Article 6 of the Law on the State Intelligence
Services it is accepted to monitor, by a simple decision of the administrator
of the State Intelligence Services, or by its substitutes, and without having
to fulfil the other legal requirements, communications that are taking place
in foreign countries, or among foreigners, communications through public
phones, as well as communications of members of State Intelligence Services,
of people working with the States Intelligence Service or who have applied for
such a job.

2.2. The Authority Responsible For Taking the Decision

The decision to monitor telecommunication for preventive purposes
is taken by the police forces, the gendarmerie or the intelligence services
in accordance with the legal provision regarding their organisation and for
the fulfilment of their duties?>. The competence to order the monitoring for
preventive purposes is regulated in the three laws in a similar way.

Additional article 7(1) of the Law on Duties and Powers of Police, additional
article 5 of the Law on Gendarmerie and article 6 of the Law on Intelligence
Services provides that the recording and evaluation of electronic signals of
correspondence through telecommunication decision can be delivered by
one of the judge of the Ankara Higher Criminal Court. However those legal
provisions do not indicate which one of the eleven different Higher Criminal
Courts seating in Ankara is competent. Besides, they have also been criticized
for putting on the shoulders of one single judge the overwhelming task to
decide on applications dealing with nationwide operational intelligence
operations of the police forces, the gendarmerie and the intelligence forces.?

21 BERKSOY, Military, Police and Intelligence in Turkey, p. 47.

2 BULDUK, Ceza Muhakemesinde Telekomiinikasyon Yoluyla Yapilan iletisimin Adli ve Onleme
Amacl Denetlenmesi, p.195.

3 YENISEY, Kolluk Hukuku, p .332.
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In cases of peril in delay?®, other authorized enforcement agencies’ officers
may issue an interception order: The general director of Turkish National
Police or the chief of intelligence office of police?, the chief of General
Command of Gendarmerie or the chief of Intelligence Office of Gendarmerie?®
and Undersecretary or Deputy Undersecretary of The Turkish Intelligence
Organization?’.

The decision of the authority above mentioned shall be submitted for
the approval of the judge having jurisdiction within twenty-four hours. The
judge shall announce his decision within forty-eight hours from the time of
the written order; when the times expires or the judge decides otherwise, the
measure shall be automatically lifted. In such a case the records of the content
of interception shall be deleted not later than ten days, the situation shall be
explained in a written report, which shall be kept to be kept for inspection.

2.3 The Monitoring Decision and Its Duration

The decision of monitoring rendered by the judge or the competent
authority shall include two groups of information.?® The first group of
information contains the identity of the individual, upon whom the measure
is going to be applied, the nature of the tool of communication, the number
of the telephone, or the code that makes it possible to identify the connection
of the communication.

The second group of information includes the nature of the measure, the
reasons for such interception, its extent and its duration.

The decision on the measure may be given only for a maximum duration
of three months; this period may be extended for three months but no more
than three times. In cases of struggling against continuing threats caused by
the activities of the terrorist organization extensions can be decided by judge
for several times, not more than three month for each time. With other words,
the monitoring of communication can be implemented without a limitation in
time, provided that a judge is ordering its renewal at least every three months.
Since the procedure to follow in order to continue the monitoring is same as
for the first decision ordering it, the judge shall assess every time it orders the

2 Regarding Article3 (f) of the Regulation the delay in peril is given when there is a risk that
evidence could be lost if the competent authorities does not intervene immediately; or if
there is a risk that without intervention the suspect person could not be identified or may
escape.

% Additionnal article 7, Law no. 2559 on Duties and Powers of Police.

% Additionnal article 5, Law no. 2803 on Gendarmerie.

27 Article 6, Law no. 2937 on the State Intelligence Services on Gendarmerie.

% vUKSEL, Intelligence Surveillance Of Wire Communications, p. 1313-1326.
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renewal whether the condition to order it are still met.?®

There are no limits as to the individual whose communication may be
monitored for preventing purpose. This is clearly contrary to the principle
enshrined in the case law of the European Court of Human Rights according
to which the law should describe in a clear way the category of persons whose
communication may be monitored.*

Under Turkish law, it is now uncontested that the communication of the
suspect or the accused with individuals enjoying the privilege of refraining
from testimony, such as a witness, shall not be recorded. But such a limitation
is not valid for the monitoring with intelligence purpose. With other words,
it is easy to monitor communications of a person with his wife/husband or
lawyer.3!

For the monitoring of communication with judicial purposes, the condition
is the existence strong grounds of suspicion based on concrete evidence
indicating that the crime has been committed and there is no other possibility
to obtain evidence. Such a suspicion threshold is not required for the
monitoring of communication for intelligence purposes. When entertaining
an application for monitoring, the judge cannot do any reference to these
criteria. However, it is suggested that the applying authority should mention
some reasonable reasons why the application could be granted.3? Otherwise,
this could be considered as an infringement of the core aspects of fundamental
rights and freedoms.

The monitoring of communication without any ground of suspicion
constitutes a crime as defined by article 132 and 137 of the Criminal Code. For
this reasons, when applying it is necessary to demonstrate the existence of
clues allowing to suspect that a crime will be committed.* Since the law itself
does not give any indication as to the level of suspicion required in order to
grant such an application, the monitoring of communication is not subjected
to a sufficient control by a judicial authority.

3. The Implementation Of The Monitoring Decision And Its Lifting

The decision rendered in accordance with additional article 7 of the Law

2 yoKus SEVUK, Kolluk Tarafindan Sugun Onlenmesine, p. 48.

30 See ECHR, Association For European Integration And Human Rights and Ekimdzhiev v.
Bulgaria, n® 62540/00, 30.01.2008, para.75.

31 TASKIN, s. 197-198;

32 YENISEY, Kolluk Hukuku, p. 333.; sEN, Turk Hukuku’nda Telefon Dinleme, s. 49.

3 aksu, Ozgiirliik ve Givenlik Dengesinde Onleyici Amagli iletisimin Denetlenmesinin Temel
Hak Ve Ozgiirliikler Agisindan Degerlendirilmesi, p. 254.
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on Duties and Powers of Police, additional article 5 of the Law on Gerdarmerie
and article 6 of the Law on intelligence services shall be enforced immediately
by the officials of the institutions providing the telecommunications service.
The beginning and end, the date and time of the interaction as well as the
identity of the individual who is enforcing the decision shall be put into the
records.

The judicial decisions and the written orders are not directly sent to the
operators. They are sent by electronic means to the Telecommunication
Presidency through a special communication channel decided by the
Presidency. After an investigation by the Presidency concerning the conformity
of the decision to the Regulation®, they are directly implemented by sending
authority under the supervision of the Presidency. A record of the whole
operation is drawn with mention of the identity of person implementing the
monitoring as well as the day and hour of the beginning and the end of the
monitoring. Decision not being in accordance with the Regulation should not
be implemented.

Unlike the decision authorizing the interception, the decision to putting
end the monitoring does not need to be given by a judge. As mentioned
above, in cases where there is a peril in delay, unapproved decisions shall be
invalid. Moreover, if there are no grounds for the interception anymore, the
decision shall not be applied.

3.1 The Information Obtained Through Monitoring

Even if the preventive monitoring of telecommunication is subject to
different conditions and procedural rules than the judicial monitoring, the two
types of monitoring cannot always be clearly separated. Through preventive
monitoring, it is possible to collect evidence that a crime is being commited.
It is difficult to assert where the task of the preventive police forces ends.
Besides, the legislation makes possible to order both the preventive and the
judicial monitoring of the same communication.Article 21/A subparagraph
(c) of the Regulation states that “when the same communication is subject
to different written orders by the competent authority, or decisions by a
prosecutor or a judge” the Presidency of the Telecommunication “is entrusted
with the duty to make the data available in real time to all the authorities by
executing the orders simultaneously”.

An other issue in this respect, it the question whether evidence of a crime
that is being commited or has been stopped at the stage of attempt collected
through preventive monitoring can be used, or not, in the subsequent criminal

3 See art. 17/c of the Regulation.
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trial®. In accordance with the three law, the result of preventive monitoring
of communication can only be used in order to fulfil the duties under the laws
authorizing it and for taking preventive measure against the commission of
crimes.

They can also be used within the framework of criminal investigation in
order to substantiate a sufficient suspicion that a crime has been committed.
However, the result of preventive recording cannot be used as direct evidence
within the course of criminal proceeding.®

3.2 The Supervision Of The Monitoring Of Communication

At the end of the monitoring, any recording of communication should be
destroyed within ten days. In case of failure to destroy the data through a
definite procedure despite the expiry of legally prescribed period, the persons
responsible from this failure may be prosecuted under article 138 of the
Turkish Criminal Code and sentenced to imprisonment from six months to
one year.

Since it is not necessary to inform the person whose communication has
been monitored at the end of the monitoring, individual are not aware of
monitoring and are not in position to challenge them before the courts.

The monitoring of communication in breach of the relevant legal provision
is punished as illegal monitoring, a crime under the Turkish Criminal Code. The
preventive monitoring of communication cannot be considered as a judicial
measure in order to investigate crimes, but rather as a pure administrative
act®”. Accordingly, the State may be held liable for any breach of the relevant
legislation, as it is the case for every administrative action. In a case decided in
2000, the Turkish Council of State, that is the Supreme Administrative Court,
approved a judgment of the 10™" Administrative Court of Ankara declaring the
State liable for “gross negligence” since some police officers had wiretapped
the President of the 8" Criminal Chamber of the Court of Cassation without
any authorization®.

Conclusion

The preventive monitoring of communication when a crime as not yet

3 KAYMAZ, Iletisimin Denetlenmesi, p. 531.

36 Turkish Court of cassation, Plenary Assembly of the Court of Cassation (penal), 9-93/95,
17.05.2011.

3 KAYMAZ, Iletisimin Denetlenmesi, p. 441.

3 Council of State, 10" Chamber, E. 2000/2926, K. 2000/6227, 06.12.2000 (cited by KAYMAZ,
iletisimin Denetlenmesi, p. 444).
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been committed should be subjected to strict conditions as it is the case with
the monitoring within the course of criminal investigations®. The preventive
monitoring of communication, that is before a crime has been committed, is
easier and simpler than the judicial monitoring®.

Being an important interference with the right to communication, the
preventive monitoring of communication is subjected to the prior approval of a
judge, except when there is peril in delay, but the scope of the judicial control is
not clearly mentioned in the relevant legal provisions.

In accordance with article 8 of the European Convention on Human Rights
and article 13 of the Turkish Constitution, when the judge is ordering the
preventive monitoring, or approving a written order in this respect, he should
strike a fair balance between the necessity to preserve the public order and the
right of individual to effectively avail himself of the freedom of communication.

Since a clear line should be drawn between crime prevention and criminal
investigation, the legal provisions have been criticized for not explaining clearly
when the preventive monitoring is finishing and, correspondingly, when the
judicial monitoring is beginning as well as for not having indicated the competent
authority in charge with the decision on the necessity to involve the criminal
prosecutors.*

The information to give to the individual subjected to preventive monitoring
after it has been lifted should be dealt by a legal provision. The lack of it has for
consequence that individuals cannot avail themselves effectively of the right
and freedom enshrined in article 40 of the Turkish Constitution.

Beside it can be also mentionned the existence of the Law on the Regulation
of Internet Publications and the Fight Against Crimes Committed by Publication
on Internet n°5651 which was put into effect in 2007.* Its articles 5(2) and
6(2) oblige, hosting and internet services providers to store all data related to
their hosting activities for up to two years and to make them available to the
Presidency upon request. This regulation is in absolute contradiction with the
case law of the Court of Justice of the European Union. Namely, the Court,
on 8 April 2014, in the joint cases of Digital Rights Ireland and Seitinger and
Others* declared invalid the Data Retention Directive 2006/24/EC laying down
the obligation on the providers of publicly available electronic communication
services or of public communications networks to retain all traffic and location

3 yokus SEVUK, Kolluk Tarafindan Sugun Onlenmesine, p. 55.

40 Unver, y.,& HAKERI, H.,. Ceza Muhakemesi Hukuku, p. 743 seq

41 CENTEL &, ZAFER, Ceza Muhakemesi Hukuku, p. 446.

42 As amended on 06.02.2014, published in Official Gazette, Date: n°26530, .23.05. 2007.
4 Joined Cases C-293/12 and C-594/12, ECLI:EU:C:2014:238.
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data for periods from six months to two years, in order to ensure that the data
were available for the purpose of the investigation, detection and prosecution
of serious crime, as defined by each Member State in its national law. The Court
stressed that even though the directive did not permit the retention of the
content of the communication, the traffic and location data covered by it might
allow very precise conclusions to be drawn concerning the private lives of the
persons whose data had been retained.

The monitoring and recording of phone calls made by inmates within the
framework of article 66 of the Law n° 5275 on the Enforcement of Prison
sentences and security measures are considered also as preventive recording
of communication data*

(XX X4
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